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Abstract
Generative ML models are increasingly popular in network-

ing for tasks such as telemetry imputation, prediction, and
synthetic trace generation. Despite their capabilities, they suf-
fer from two shortcomings: (i) their output is often visibly
violating well-known networking rules, which undermines
their trustworthiness; and (ii) they are difficult to control,
frequently requiring retraining even for minor changes.

To address these limitations and unlock the benefits of gen-
erative models for networking, we propose a new paradigm
for integrating explicit network knowledge, in the form of first-
order logic rules, into ML models used for networking tasks.
Rules capture well-known relationships among observed sig-
nals, e.g., that increased latency precedes packet loss. While
the idea is conceptually straightforward, its realization is
challenging: networking knowledge is rarely formalized into
rules, and naively injecting rules into ML models often ham-
pers their effectiveness. This paper introduces NETNOMOS, a
multi-stage framework that (i) learns rules directly from data
(e.g., measurements); (ii) filters them to select semantically
meaningful ones; and (iii) enforces them through collabo-
rative generation between an ML model and a Satisfiability
Modulo Theories (SMT) solver.

We show that NETNOMOS learns diverse, meaningful rules
from four real-world datasets and is 1.6–6.5× more scalable
than DuoAI, a state-of-the-art (SOTA) rule-learning method.
By enforcing these rules on a generic GPT-2 model, NET-
NOMOS achieves performance on par with or even surpassing
specialized SOTA systems such as Zoom2Net and NetShare
across three networking tasks: telemetry imputation, traffic
forecasting, and synthetic data generation.

1 Introduction

Generative machine learning (ML) models are increasingly
popular for networking tasks such as measurement imputa-
tion, prediction, and synthetic trace generation. Their appeal
lies in their adaptability, their capacity to learn directly from
abundant network data, and their efficiency during inference.

Despite their potential, generative models often fall short
in networking applications. They lack the strict correctness
guarantees essential for network operations and offer lim-
ited controllability, severely restricting their real-world utility.
Consequently, they can make egregious errors that degrade
downstream performance, erode user trust, and are notoriously
difficult to fix. For example, even state-of-the-art (SOTA) syn-
thetic generators might produce UDP packets with TCP flags,
skewing network sketch evaluations, and frustrating opera-
tors. Worse, fixing these mistakes typically requires expensive
fine-tuning or complete retraining, assuming a fix is even pos-
sible [29, 40, 69].

Infusing generative models with domain knowledge can
steer them away from nonsensical outputs, guarantee com-
pliance with established networking principles, and reduce
training overhead by eliminating the need to learn basic rules
purely from data. However, this infusion is exceptionally chal-
lenging. First, networking knowledge is rarely formalized in
a machine-readable format. While written sources like RFCs
could theoretically be converted into such a format [3], they
typically only describe a single protocol in isolation, ignoring
the complex cross-layer interactions of real-world networks.
Second, enforcing rules within ML pipelines is non-trivial.
Existing constraint methods are often either too rigid—stifling
the model’s predictive ability (a known issue in large language
models [72, 89])—or too loose, failing to provide meaningful
guarantees. For example, best-effort enforcement in systems
like NetDiffusion [40] still permits frequent rule violations,
as we demonstrate in experiments (§7).

This paper introduces NETNOMOS1, a novel, modular
pipeline for designing controllable network data genera-
tors that provide strict correctness guarantees. NETNOMOS
bridges this gap by combining the predictive power of ML
with the underlying formal rules governing network data.
NETNOMOS’s Knowledge Mining. Since formalized net-
working knowledge is scarce, we extract rules directly from

1Nomos comes from a Greek word meaning rule or law, reflecting NET-
NOMOS ’s goal of learning and enforcing the underlying network principles.



data (e.g., packet headers, measurements), which naturally
obey constraints dictated by protocols and deployment poli-
cies. Viewing data samples as feasible solutions to these hid-
den constraints, NETNOMOS automatically mines the under-
lying rules. To balance scalability and expressiveness, NET-
NOMOS defines a first-order logic (FOL) grammar over ob-
servable variables and reduces the rule-learning task to the
minimum hitting set problem [31].
NETNOMOS’s Filtering. A critical challenge is that rules
learned purely from data can be coincidental and lack true
semantic meaning. However, unlike opaque ML weights,
logic rules are discrete and auditable. NETNOMOS uses
LLMs—grounded in networking texts—to filter and select
meaningful rules. By restricting the LLM to choose only
from mathematically mined rules, we ensure that consistency
guarantees are preserved.
NETNOMOS’s Knowledge Enforcement. NETNOMOS in-
troduces a new approach to generation by embedding a Sat-
isfiability Modulo Theories (SMT) solver directly into the
language model’s token-by-token generation process. Unlike
prior methods that bake rules into training or attempt post-hoc
corrections, NETNOMOS provides strict guarantees with min-
imal invasion to the underlying model, preserving its fidelity.
This inference-time enforcement also allows models to be
easily repurposed for new tasks by simply swapping the rule
set, eliminating the need for retraining.

We evaluate NETNOMOS’s ability to scalably learn mean-
ingful rules and improve data generation across diverse
datasets. To support this, we built and open-sourced new
benchmarks for networking rules [32] alongside an extensive
suite of baselines from three domains. Our results show that
traditional database and ML approaches (e.g., FastDC [13,55],
H-Mine [54], FlowChronicle [22]) lack the expressiveness
needed to formalize network knowledge. Furthermore, NET-
NOMOS is 1.6× to 6.5× more scalable than DuoAI [82], a
SOTA, equally expressive rule-learning approach from the
distributed systems domain.

Finally, we demonstrate the full NETNOMOS pipeline us-
ing a lightweight language model (GPT-2) across three use
cases: telemetry imputation, synthetic data generation, and
prediction. NETNOMOS reliably produces compliant network
data—unlike heavily tailored SOTA systems (Zoom2Net [27],
NetDiffusion [40], NetShare [84])—while matching or ex-
ceeding their performance metrics. Crucially, enforcing rules
exclusively at inference is sufficient to tailor a single, basic
GPT-2 model to all three tasks. This highlights the power of
decoupling network knowledge extraction from ML inference,
rather than relying on an opaque, end-to-end black box.

2 Motivation

We first examine two networking use cases that demand a neu-
rosymbolic approach. While generative models have unlocked

new capabilities for these use cases, they still require explicit
knowledge infusion to be truly reliable. We then outline the
fundamental pitfalls of prior designs that fail to effectively
bridge machine learning and symbolic reasoning, hence fail
to realize a truly neurosymbolic approach.

2.1 Motivating Use Cases

Synthetic data generation. Generative models can produce
synthetic network traces (e.g., packet headers and timestamps)
by learning the latent structures and dependencies in real
traffic [12, 40, 42, 46, 84]. These synthetic data generators
(SynGens) allow third parties to optimize downstream appli-
cations without accessing sensitive raw data. However, most
SynGens rely on end-to-end pipelines that force the model to
learn all networking rules purely from data. This approach is
data-hungry, computationally expensive, and offers no correct-
ness guarantees. For example, SOTA systems like NetShare
generate UDP packets with TCP flags or DNS packets with
out-of-range IPs, severely undermining user trust. While re-
cent systems like NetDiffusion [40] attempt post-generation
corrections to preserve semantics, they still commit glaring
errors. As detailed in §6, we found that NetDiffusion fre-
quently breaks sequence number continuity and mishandles
TCP handshakes despite its explicit post-hoc constraints.
Telemetry imputation. Recent efforts improve software-
based network monitoring by recovering fine-grained time
series from coarse-grained telemetry [27]. This is possible
because concurrent network signals (e.g., queue lengths, ECN
marks, and retransmissions) act as correlated symptoms of un-
derlying states like congestion. Zoom2Net [27] leverages gen-
erative models to learn these correlations and impute missing
details. To improve trustworthiness, it incorporates domain
knowledge via manually crafted symbolic rules. However,
Zoom2Net’s pipeline has two major drawbacks. First, because
rules are embedded in the training loss function, the model
requires complete retraining for even minor rule adjustments,
such as changing the input collection granularity. Second, its
reliance on a small, manually curated rule set leaves room for
basic errors. For example, when trained on Meta’s datacenter
dataset to impute ingress bytes per millisecond, Zoom2Net
occasionally generates ingress byte counts that are impossibly
smaller than the retransmitted bytes in the same interval (§6).

2.2 Pitfalls in Generative ML for Networks

Existing approaches fail to integrate ML and formal reasoning
for three key reasons:
End-to-end reliance. Driven by advancements like the atten-
tion mechanism [77], designers frequently use a single model
to learn all correlations directly from data. While minimiz-
ing manual effort, this reliance makes systems uncontrollable
and brittle. For instance, operators cannot instruct NetShare
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Figure 1: (a): NETNOMOS finds rules that connect observable
variables; these can stem from network principles, protocols,
deployment decisions, or their combination. (b): NETNOMOS
strikes a delicate balance between expressiveness and scala-
bility in the trade-off space for learning network rules.

to obey basic handshake semantics and must entirely retrain
Zoom2Net simply to swap an input signal.
Limited rule coverage. Systems that do incorporate domain-
specific rules typically include only a fraction of the neces-
sary constraints. First, they rely on manually specifying rules,
which will inevitably lead to poor coverage. Furthermore,
many critical networking rules are either non-differentiable or
too complex to encode in standard ML loss functions, strictly
limiting systems like Zoom2Net to differentiable rules.
Knowledge competing with ML. Rules are frequently ap-
plied post-hoc to “correct” outputs, placing symbolic knowl-
edge in direct competition with the ML model. This forces
a binary choice between trusting the model or the rules. In
NetDiffusion [40], for example, if post-processing cannot en-
force a rule within a few iterations, the system defaults to the
model’s output, inevitably yielding data that violates funda-
mental networking principles.

3 Overview

Motivated by the potential of infusing domain knowledge
into ML for networking (a neurosymbolic approach), and in-
formed by a clearer understanding of the pain points that deter
designers from effectively integrating symbolic and neural
components, our vision is to systematize this integration. The
goal of this paper is to lay the foundations of a framework
that automates rule discovery and seamlessly integrates these
rules with generative models. Such a framework will empower
network operators to (i) leverage the rich domain knowledge
associated with networks in their systems because codifying it
will not be a labor-intensive task; (ii) benefit from generative
models while maintaining their control (for example, they can
always add a rule); and (iii) avoid choosing between the cor-
rectness guarantees offered by domain knowledge (rules) and
the predictive capability offered by ML. Next, we highlight

the key insights that allow NETNOMOS to realize this vision.
NETNOMOS mines rules directly from network data.
We observe that the network itself can be seen as a data-
generating process constrained by underlying principles and
rules (e.g., capacity limits, routing behavior, protocols) where
measurements, packet traces, and other monitoring vectors are
feasible solutions of these constraints [27,40,41]. Hence, NET-
NOMOS reframes the problem of formalizing network knowl-
edge into logic constraints from a manual, and error-prone
task, to a constraint learning problem. At a high level, NET-
NOMOS analyzes network data (e.g., measurements, packet
headers) and infers rules (formulas over observable fields
from data as variables). Observable variables (e.g., measure-
ments, packet headers) obey rules that stem from protocol
definition (e.g., TCP handshake), principles (e.g., packet drops
happen after queue build-up), and deployment decisions (e.g.,
vantage point locations), but also from their combinations.
These are the exact rules that NETNOMOS aims to find, as
also illustrated in Fig. 1a. Observe that NETNOMOS cannot
find all rules contained in RFCs or textbooks because they
might connect variables that are not in the data, i.e., are not
measured. Conversely, many of the rules NETNOMOS can
find and stream from interactions across components cannot
be mined from text, which typically explains concepts in isola-
tion. By design, NETNOMOS produces rules that are easier to
use for guiding ML models. These models are already limited
to observable variables during training and are often tailored
to specific deployments.
NETNOMOS reduces rule learning to the minimal hitting
set problem. Treating the network as a constrained generation
process introduces a trade-off between expressiveness and
scalability. Capturing complex relationships requires logical
expressiveness, but greater expressiveness enlarges the search
space and hurts scalability. For instance, while most network
rules can be expressed in first-order logic (FOL), learning
arbitrary FOL rules is undecidable [6].

To address this challenge, NETNOMOS defines a constraint
language Γ that restricts expressiveness to a guarded, finite-
domain fragment of first-order logic (FOL). This fragment is
expressive enough to capture useful rules, yet structured so
that rule learning reduces to a minimal hitting set problem [65]
(Fig. 2). Concretely, Γ ranges over a finite set of dataset vari-
ables with finite domains (e.g., fixed-bitwidth header fields,
categorical fields, and bounded counters). Since all quantifica-
tion in Γ is over this finite universe, each Γ-constraint can be
grounded exactly by enumeration, yielding a propositional for-
mula whose literals correspond to ground predicate instances
(including ground arithmetic comparisons over bounded do-
mains). This grounding is information-preserving under the
finite-domain semantics, so satisfaction of a Γ-formula on a
record is unchanged.

The resulting propositional clauses are combined into can-
didate constraints C as disjuncts. NETNOMOS mutates these
candidates (e.g., by adding or removing clauses) and retains
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Figure 2: NETNOMOS consists of three stages: Rule Learning, where NETNOMOS identifies the minimum set of constraints that
are consistent with data (i.e., are consistent and strongest) after reducing the problem into the minimum hitting set problem; Rule
Filtering, where an LLM (or a human) filters out some of the learned rules as meaningless; and Rule Enforcement: where an
SMT solver enforces rules during the token-by-token generation of a language model by invalidating the tokens that if selected
by the LM would result in an inconsistent output (e.g., a sequence of packets with header fields that violate protocol rules or an
imputed fine-grained vector of measurements that defy network principles).

those consistent with the dataset while concise. We solve the
search as a minimal hitting set problem (§4.5), followed by
semantic filtering (§5).

NETNOMOS interjects an SMT solver into the token-by-
token generation of a language model (LM). Instead of
using knowledge for training or post-inference, NETNOMOS
includes a true constraint solver that intersects the LM’s token-
by-token inference to guide it towards rule-compliant gener-
ation as shown in Fig. 2 top right. Tokens are illustrated as
blue squares, with color intensity reflecting the probability
assigned by the LM. Before each token is selected according
to these probabilities by the model, the solver dynamically
computes the set of valid next tokens based on the logic rules
learned in earlier NETNOMOS steps and the sequence of to-
kens generated so far. This approach enables easy repurpos-
ing of LMs by modifying the rules that are applied during
inference rather than retraining or fine-tuning. It also allows
network operators to focus on defining useful rules without
worrying whether they are differentiable, appear enough in
training, or can be embedded in prompts. Finally, NETNOMOS
enforces rules during inference in a minimally invasive way
and preserves the statistical fidelity of ML-learned data distri-
bution. The process of enforcing rules is explained in §6.

3.1 End-to-end View of NETNOMOS

To better understand NETNOMOS end-to-end, let’s consider
an operator seeking to recover fine-grained (1ms) granular-
ity ingress byte counts of server ports using coarse-grained
(50ms) timeseries of congested, retransmitted, dropped,
ingress, and egress packet counts. This is the imputation
use case described in §2.1. Instead of using Zoom2Net [27],
which requires the operator to manually write rules, the op-
erator uses the first stage of NETNOMOS with two inputs:
Meta’s dataset [26] and the set of variables among the observ-
able ones (those in the dataset) that they believe are correlated.
NETNOMOS first stage computes a set of non-redundant (later
defined as strongest) constraints that are consistent with that
dataset D. Let us assume that NETNOMOS first stage finds
the following rules:

∀t,0 ≤ k < K : 0 ≤ It+k ≤ BW, (R0)

∀t : IngressK
t =

K−1

∑
k=1

It+k, (R1)

∀t : CongestionK
t > 0 =⇒ ∃0 ≤ k < K : It+k ≥

1
2

BW,

(R2)

∀t : ConnectionsK
k > TH =⇒

(CongestionK
t > 0∨InRxmitK

t > 0), (R3)

∀t : EgressK
t > InRxmitK

t +OutRxmitK
t , (R4)



where BW stands for link bandwidth and TH stands for con-
nection count threshold for incast.

In the second stage, an LLM will filter out meaningless
rules in our example, R4. The remaining constraints C′ are
passed to an SMT solver, which computes the set of invalid to-
kens before each new layer of token generation. At each step,
the SMT solver incorporates the tokens already generated into
the constraint problem at hand. The output of NETNOMOS
is an input Ingress byte sequence that follows logic rules en-
forced by the SMT solver and statistical properties enforced
by the LM. Visually, NETNOMOS aims to constrain the gen-
eration to a region that is subject to learned rules (i.e., shaded
region) in Fig. 5. Note that the ground truth is always within
the shaded region, whereas Zoom2Net’s output is not.

4 Extracting Knowledge from Network Data

4.1 Formulation of Constraint Modeling
We view the network as a data-generating process constrained
by rules arising from three sources: network principles, pro-
tocols, and deployment specifics. Each rule is expressed in
formal logic as a symbolic constraint C. The network data
D thus consists of examples that satisfy these constraints.2

An example e ∈ D depends on the data type: a flow record in
NetFlow traces, a sequence of packet headers in PCAP traces,
or a time series in performance measurements. C is consistent
if it is satisfied by all examples: D |=C.

Given a set C of consistent constraints, each constraint
corresponds to a model set M (C) = {e ∈ D : e |= C}. A
constraint C is stronger than C′ if M (C)⊂ M (C′), and two
constraints C,C′ are equivalent if M (C) = M (C′). A con-
straint is in its strongest form if there is no non-equivalent
C′ ∈ C such that M (C′)⊂ M (C). Formally, C is strongest iff
∀C′ ∈ C, C′ ̸≡C =⇒ M (C)⊂ M (C′).

A constraint C is redundant if there exists some C′ ∈C with
C′ |= C, in which case C adds no new information beyond
what is already entailed by C′. Equivalently, redundancy arises
whenever M (C) ⊇ M (C′). Therefore, a constraint is non-
redundant precisely when it is maximally strong: it cannot
be replaced by a strictly stronger consistent constraint while
preserving equivalence.

Each C captures relationships among fields in D, which we
treat as variables V , such as, source/destination IPs and ports,
frame/packet/segment sizes, or ECN marked bytes in col-
lected measurements. Relationships among V can be complex,
as they arise from various sources shown in Fig. 1a. Capturing
these intricate relationships in a concise and straightforward
way requires C to be expressed in first-order logic (FOL).
Goal. Given a network dataset D and its variables of inter-
est V , we aim to learn a minimal constraint theory, defined

2A constraint C is a purely syntactic object. We use the term rule R to
refer to its semantics (either meaningful or meaningless). A meaningful rule
must be consistent with the data, but not every consistent rule is meaningful.

⟨type⟩ ::= τ ∈ {TIME,SIZE, ID,FLAG,COUNT}
⟨variable⟩ ::= v⟨type⟩ ∈V
⟨index⟩ ::= 0 | 1 | . . . | K −1
⟨svar⟩ ::= ⟨variable⟩{⟨index⟩}
⟨context⟩ ::= {⟨svar⟩ (, ⟨svar⟩)∗}
⟨constant⟩ ::= D(V ) ∪ B(D)
⟨operator⟩ ::= + | × | < | > | ≤ | ≥ | = | ̸=
⟨connective⟩ ::= ∨ | ∧ | =⇒
⟨aggregator⟩ ::= max | min | ∑ | avg
⟨avar⟩ ::= ⟨aggregator⟩(⟨svar⟩+)
⟨lhs⟩ ::= [⟨constant⟩⟨operator⟩]⟨svar⟩⟨type⟩
⟨term⟩ ::= ⟨constant⟩

| [⟨constant⟩⟨operator⟩]⟨svar⟩⟨type⟩
⟨rhs⟩ ::= ⟨term⟩ | [⟨constant⟩⟨operator⟩]⟨avar⟩
⟨predicate⟩ ::= ( ⟨lhs⟩τ ⟨operator⟩ ⟨rhs⟩τ )

⟨pred_lit⟩ ::= [¬]⟨predicate⟩
⟨predicates⟩ ::= ⟨pred_lit⟩ ( ⟨connective⟩ ⟨pred_lit⟩ )∗

⟨qf⟩ ::= ⟨predicates⟩
⟨qblock⟩ ::= ε

| ∀ ⟨context⟩ | ∀ ⟨context⟩ ∃ ⟨svar⟩
⟨constraint⟩ ::= ⟨qblock⟩ : ⟨qf⟩

Table 1: Grammar Γ for the phrase structure of network
rules with context window K, and user-defined aggregations
(shaded). Well-formedness of Γ requires that variables in
⟨lhs⟩ and ⟨rhs⟩ of a predicate share the same type τ.

as Th(C) :=
∧

C∈C′ C, where C′ ⊆ C is the subset of consis-
tent and strongest constraints. This formulation ensures that
Th(C) avoids thousands of weaker reformulations of the same
constraint, which contribute no additional information.
Complexity. Learning FOL formulas from D is an unde-
cidable problem, and therefore, one has to restrict FOL to a
decidable fragment, e.g., the Bernays-Schönfinkel class [64].
Learning a minimal constraint theory even within a decid-
able fragment is NP-complete [20, 36, 50]. Consequently, the
effectiveness of a rule-leaning method comes down to the
efficiency of its search algorithm operating in a huge combi-
natorial space.

4.2 Expressive Grammar for Network Data
Rich expressiveness. Within the decidable fragment of FOL,
we define the grammar Γ such that it is sufficiently expressive
to capture most network rules observable from data.

Table 1 summarizes the phrase structures of Γ. It supports
arbitrary combinations of variables and constants as terms,
together with a variety of arithmetic operations. While being
flexible, Γ tags every v∈V with one of five types and enforces
type checking on predicates. This typing avoids meaningless
constraint candidates, for example, FlowBytes> Duration,
where FlowBytes is of type COUNT while Duration is
of type TIME. Constants in Γ come from two sources: (1)
known variable domains D(V ) derived from existing docu-
mentation/specifications, and (2) background knowledge BD



obtained via profiling. By default, Γ includes a set of well-
known constants (e.g., ports, protocols, valid combinations
of TCP flag bits). For variables without predefined domains,
NETNOMOS extracts constants directly from D: it selects the
top-10 most frequent values for discrete V , and for continuous
V , the five quartiles plus the 90th percentile (p90). Finally,
Γ supports user-defined functions such as numerical aggre-
gations. During evaluation on a concrete record (or context
window), we treat these functions as uninterpreted operators
and compute their outputs directly, without applying symbolic
rewriting or additional constraints.

Restrictions. Without restrictions, a constraint grammar
leads to an unbounded search space of candidate formu-
las [15]. Even with bounded arity a (number of variables), the
predicate space P grows as |P|= O(r|V |2), where r is the
number of operators. The corresponding formula space F

then explodes doubly exponentially, |F |= 22|P|
. An overly

general grammar design leads to such intractable complex-
ity. Therefore, it is imperative to specialize Γ by enforcing
restrictions on its phrase structure, so that the search space
becomes tractable while still expressive enough to capture
most observable network rules.

Γ imposes two main restrictions on constraint candidates.
First, predicates may only contain terms with a single vari-
able on one side of the operator and a single or aggregated
variable on the other side. We observe that such this form of
predicates is sufficient in capturing most relationships we can
observe from four diverse network datasets (Table 2, 5–7).
This restriction limits the size of the predicate space (|P|),
which in turn bounds the combinatorial search space of all
possible constraints, i.e., O(2|P|). Moreover, it confines the
computation domain to Linear Rational Arithmetic (LRA),
which keeps Γ decidable [9]. Second, the quantifier ∃ may
only appear after ∀ within the context size K. In other words,
Γ disallows global ∃ quantification; instead, ∃ is only effective
within K consecutive observations. We impose this restriction
for two reasons: (1) evaluating ∃ is prohibitively expensive,
even within a limited time window (e.g., a protocol execu-
tion [30, 82, 83]); and (2) network data D typically contains
millions of records and is unbounded in time (i.e., does not
have the notion of a single run/execution), making global
existential learning impractical.

We argue that the two restrictions do not fundamentally
undermine the expressiveness of NETNOMOS. In practice,
the wide variety of predicates (|P|) supported by Γ still
reaches the thousands even with restrictions, whereas prior
work [13, 43, 47, 55, 83] supports fewer than 100 predi-
cates. Moreover, while global existential properties are valu-
able, network operators rarely analyze them in practice
since doing so requires substantial compute and/or mem-
ory [24, 26, 34, 45, 85, 87].

4.3 Limitations of Existing Work

Existing methods for learning logical rules fall into two cat-
egories: data profiling and protocol invariant learning. The
former lacks expressiveness, while the latter fails to scale to
the complexity of network data.

Decades of work in data profiling (e.g., association rule
learning [54,79,86], functional dependency discovery [52,53])
has produced methods with limited formal grammars. These
methods cannot capture the diversity of network rules. As
shown in Fig. 6a, their expressiveness bounds the rules they
can learn, preventing full coverage of network behaviors.

Protocol learning methods (e.g., I4 [47], FOL-IC3 [43],
DistAI [83], SWISS [30], DuoAI [82], Basilisk [88]) are ex-
pressive but unsuitable for network data. They face three
fundamental limitations. First, they assume protocol models
are known and use these as ground truth with verifiers like
IVy [51]. NETNOMOS, in contrast, has no model of the entire
network. Second, they rely on direct input-output traces from
simulation. NETNOMOS operates in a passive setting, learn-
ing only from collected traces. Without interactive feedback,
learning an equivalent automaton is provably infeasible [2].
Third, they are designed for learning one protocol at a time.
This assumption restricts their predicate space P to variables
of a single entity, keeping |P| small. Network data D is het-
erogeneous, containing many entities and their interactions.
As a result, NETNOMOS ’s predicate space is 2–15× larger,
and since the search space is exponential in |P|, scalability
becomes the key barrier. As shown in Fig. 6b, a SOTA pro-
tocol learning method learns only a fraction of benchmark
rules, while NETNOMOS learns nearly all within the same
time budget.

4.4 From Constraints to Hitting Sets

Prior work enumerates the formula space F . This approach
does not scale for two fundamental reasons. First, evaluating
the strength of each candidate constraint requires scanning
all examples. The cost is O(|D|·2|P|). In networking, |D|
is often in the millions. Second, instantiating all constraints
at the same strength causes exponential level-wise growth.
Weakening produces more candidates at the next level than
the current level provides. For example, if P1∨P2 is too strong
(where Pi are predicates), weakening by adding P3 yields |P|
new candidates to evaluate.

NETNOMOS takes an indirect route, reducing the search for
strongest constraints to a Minimal Hitting Set problem [13,65].
We design Γ so that all variables range over finite domains
(e.g., bounded counters, finite-width header fields, and a finite
context window K). Under these finite-domain semantics, any
Γ-constraint can be grounded exactly by enumerating quanti-
fied variables, yielding a finite Boolean formula whose literals
are ground predicate instances (including ground arithmetic
comparisons). This grounding is information-preserving for



Γ and enables solving the search via hitting set. Thus every
constraint C can be represented as a set of clauses in propo-
sitional logic, e.g., C = (c0 ∨ c1 ∨ c2)≡ {c0,c1,c2}. A clause
is composed of one or more propositions, e.g., protocol is
TCP: Eq(Proto,TCP). Fewer clauses mean a stronger con-
straint: C′ = {c0,c2} is stronger than C, i.e., C′ ⊢ C. Each
clause c satisfies a subset of examples. Define its evidence
set as Ec :=

⋃D
e e |= c. All clauses in a consistent C together

must satisfy D. Equivalently, C |= D ⇐⇒
(⋃C

c Ec = D
)
.

Intuitively, learning a consistent constraint means finding
clauses whose evidence sets include D. This process reduces
to the Hitting Set problem: given a set of clauses, find a subset
H of size at most s whose evidence sets together “hit” all
examples in D. The bound s limits the number of clauses a
constraint may contain.

Theorem 1. Learning a consistent constraint C on exam-
ples D is equivalent to finding a hitting set H of clauses
whose evidence sets hit D.3

A hitting set H is minimal if no proper subset of H is also
a hitting set. In that case, C :=

∧H
c c uses the fewest possible

clauses and is therefore the strongest:

Lemma 2. A minimal hitting set corresponds to a con-
straint that is the strongest.

This reduction gives NETNOMOS two scaling advantages.
First, it avoids exhaustive per-candidate evaluation on D. As
explained in §4.5, NETNOMOS scans D once to construct
evidence sets, yielding complexity O(|D|·|P|) instead of
O(|D|·2|P|). Second, it traverses the search space without
level-by-level instantiation by strength, thereby avoiding expo-
nential search space explosion. Next, we explain the learning
process step by step.

4.5 Rule Learning Method of NETNOMOS

Search space projection. The first step of the learning pro-
cess is constructing the search space. NETNOMOS starts
by populating the space P of FOL predicates that are al-
lowed by Γ: P := {IngressK

t = ∑
K−1
k=0 It+k, IngressK

t >

∑
K−1
k=0 It+k, CongestionK

t = 0, CongestionK
t > 0, ∃0 ≤ k <

K −1 : It+k ≥ 1
2 BW, . . .}.

Then, NETNOMOS propositionalizes P by projecting all
predicates therein to propositional clauses (C ). Specifically,
this process unrolls quantifier ∃ in FOL and translates aggre-

3Proof sketch: Appendix 1.

gation functions to basic propositions:

C := {Eq(IngressK
t , It + It+1 + · · ·+ It+K−1), (c0)

Gt(IngressK
t , It + It+1 + · · ·+ It+K−1), . . .

Eq(CongestionK
t ,0), (c2)

Gt(CongestionK
t ,0), . . . ,

(Ge(It ,6)∨Ge(It+1,6)∨ . . .∨Ge(It+K−1,6)) , (c5)
. . .},

where constants are materialized in Gbps for simplicity.
This process produces a clause space C , from which con-

straint formulas are constructed.
Building evidence sets. For each c ∈ C , NETNOMOS builds
an evidence set Ec containing indices of all examples satis-
fying c: ∀i ∈ Ec : Di |= c. In Fig. 3, six clauses c0–c5 and
five examples (0–4) yield six sets E0–E5. For example, all
examples satisfy c0, while only D3 satisfies c1. This step runs
in O(|D|·|P|).
Finding minimal hitting sets. NETNOMOS then solves the
minimal hitting set problem using branch and bound (Fig. 3).
Clauses are ranked by cover, the number of uncovered ex-
amples they hit: Cover(c) =| Ec \

⋃H
c′ Ec′ |. The highest-cover

clause becomes the pivot. For example, c0 is chosen first,
producing H = c0 which hits all examples and forms a valid
hitting set. Unhit examples are tracked as M = D\

⋃
c∈H Ec.

When M = /0, H is valid; otherwise, NETNOMOS branches on
new pivots. For instance, branching on c5 yields M = {1,2},
and further branching on c2 produces another hitting set
{c5,c2}. Non-minimal sets, such as {c5,c4,c2}, are discarded.
Bounding search. To prune, NETNOMOS computes the
maximum possible cover ψ=maxc Cover(c) and stops search
when s−|H|< |M|/ψ, where s is the maximum formula size.
This optimistic bound prevents exploring subtrees that cannot
yield valid sets.
Minimal constraint theory & proof system. The process
yields minimal hitting sets such as {c0} and {c5,c2}, which
correspond to constraints R1 and R2:

{c0} 7→ c0 ≡C1 ≡ R1, and
{c5,c2} 7→ (c5 ∨ c2)≡ (¬c5 =⇒ c2)≡C2 ≡ R2.

NETNOMOS then constructs a constraint theory Th(C) =∧
C∈C C and supports reasoning with the Fitch proof sys-

tem [23], which is sound and complete for propositional
clauses. Given a query q,

fFitch : q 7→ {⊤,⊥,?}= Th(C) ⊢ q, (1)

where fFitch returns ⊤ if q is derivable from Th(C), and ⊥ if
it creates a contradiction, and ? if q is contingent. Thus, all
derived constraints are correct, and all entailed constraints are
derivable.
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Figure 4: NETNOMOS invokes a solver
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5 Semantic Filtering

A learned constraint can be syntactically valid but semanti-
cally meaningless (for example, R4). This occurs because
NETNOMOS, like all rule-learning methods, reasons about
syntax but not meaning. The problem is severe: thousands
or even millions of valid formulas may align with the
data [4, 30, 47, 55, 82, 83], and the issue grows with gram-
mar expressiveness.

The consequences are twofold: (1) reduced interpretability
of the learned rules, and (2) heavy overhead when applying or
enforcing them. Although experts can often spot meaningless
rules, manually filtering such large sets is infeasible.

NETNOMOS addresses this challenge using large language
models (LLMs).4 While LLMs can hallucinate, the risk here
is bounded: (1) they only filter rules already valid with respect
to the data, and (2) they are tasked with semantic reasoning,
not generation, which plays to their strength.

The semantic filter (Fig. 2) takes as input the con-
straints learned by NETNOMOS. It first interprets raw
SMT-LIB formulas into logical expressions with semantic
values. For example, (assert (forall ((e Flow)) (=>
(not (= (Proto e) 6)) (= (Flags e) 0)))) becomes
"∀e : e.Proto ̸= TCP⇒ e.Flags= /0" (Rule #6, Table 6). This
can also be translated into plain English, though experiments
(Fig. 7) show no added benefit for filtering. Next, NETNOMOS
queries an external LLM with the interpreted rules and an
instruction to identify semantically meaningful ones.5 The
LLM can also be augmented with lightweight tools such as

4We use LLM to refer to models with billions of parameters trained on
massive corpora, while LM denotes any model over discrete vocabulary.

5This step involves prompt design, which we do not optimize.
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Figure 5: (Upper) NETNOMOS enforces learned rules at infer-
ence time, guaranteeing that model outputs remain within the
feasible region defined by constraints. (Lower) In contrast,
outputs of Zoom2Net [27] frequently exceed the boundaries.

web search or retrieval-augmented generation (RAG) over
RFCs, specifications, and related papers. Rules marked as
meaningful are kept; the rest are discarded.

As shown in Fig. 7, this approach is highly effective. Lever-
aging the interpretability of NETNOMOS ’s rules, the semantic
filter removes meaningless rules with over 98% precision and
under 0.73% false positive rate.

6 Rule Enforcement

We present NETNOMOS ’s inference-time rule enforcement.
The method interleaves with the LM’s token-by-token de-



coding and steers generation toward rule-compliant outputs
(Fig. 4). An SMT solver adds some latency, yet it lets NET-
NOMOS combine neural and symbolic reasoning. Symbolic
reasoning enforces diverse constraints, including arithmetic
and non-differentiable ones, without manual rule checks by
operators. At the same time, NETNOMOS preserves the bene-
fit of statistical learning by intervening only when needed.

Example. Consider imputing [I0, . . . , I4] under constraints
R0–R2. After the LM emits a complete value (e.g., I2 at
1 ), NETNOMOS calls the solver with all three constraints,
instantiated with the values generated so far. This partial
instantiation identifies which constraints are active and what
they imply for the next symbol. If a rule such as R2 is already
satisfied by earlier values, NETNOMOS deactivates it when
computing the feasible region for I3. If not, the solver uses all
relevant rules to derive the valid range for I3 ( 2 ). NETNOMOS
then prunes any candidate value of I3 that lies outside this
region ( 3 ). The chosen value (e.g., I3 = 39) is therefore
guaranteed to satisfy all constraints ( 4 ). With aggregation
rules such as R1, the feasible region may collapse to a single
value, which the LM then emits ( 5 ).

Fine-grained, minimally invasive control. A key challenge
is granularity mismatch: The LM generates opaque tokens
from a tokenizer, while the solver reasons over interpretable
variables such as ingress bytes or ECN markings. For example,
the solver may require I4 = 6 to satisfy R2, while the LM’s
vocabulary may not contain a standalone token "6". Instead,
the digit may appear only inside subword tokens such as
"062" or " 6". This mismatch can force invasive control that
harms generation quality [5, 25, 57].

NETNOMOS resolves this mismatch with per-field vocab-
ularies and character-level control. For each variable in the
dataset, NETNOMOS instantiates a field-specific vocabulary.
For numerical fields (e.g., ingress volume, packet count), NET-
NOMOS treats numbers as plain text [63] and uses character-
level tokenization [73], generating digits one by one. For
categorical fields (e.g., protocols, ports), NETNOMOS tok-
enizes entire values as single units. For example, TCP is never
split into T and CP. This design gives NETNOMOS control
that is at least as fine as the solver’s variable granularity.

During inference, NETNOMOS builds token transition sys-
tems on the fly. Given solver-derived feasible ranges, it con-
structs a labeled transition system [14,75,76] across variables
and an unlabeled one within the digits of a numerical vari-
able. The current state corresponds to the last emitted token,
and the next states include all tokens that keep the partial
value within the feasible region. Fig. 5 shows this process in
action. NETNOMOS keeps imputed values within the valid
(shaded) region at every step, while outputs of Zoom2Net [27]
frequently exceed the boundaries.
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Figure 6: (a): NETNOMOS is much more expressive in captur-
ing network rules than existing SOTA methods from other do-
mains. Theoretically, Γ can express all benchmark rules (§7.1),
and its coverage result is bounded by scalability. (b): NET-
NOMOS outscales DuoAI, achieving >75% rule coverage in
half the time and up to 6.5× better scalability compared to
DuoAI. NETNOMOS enables practical learning of complex
real-world network rules from data within a reasonable time
budget. (Full results: Fig. 11, 12. Appendix F, G).

7 Evaluation

Our evaluation answers the following questions:

E1.1 Can NETNOMOS learn complex network rules that re-
quire sufficient grammatical expressiveness?

E1.2 Is NETNOMOS more scalable than equally expressive
SOTA rule-learning methods?

E2. Can NETNOMOS reliably filter out syntactically valid
but semantically meaningless rules?

E3. Can the same GPT-2 model, without retraining or fine-
tuning, achieve on-par performance for distinct tasks (im-
putation, generation, prediction) with SOTA systems tai-
lored to each task, only by enforcing rules at inference?

Testbed setup for the experiments is reported in Appendix N.

7.1 Benchmark Rulesets
Rule learning rulesets. To address E1.1 and E1.2, we curate
a comprehensive benchmark ruleset for each dataset to com-
pare NETNOMOS against baseline rule-learning methods. We
leverage the benchmark rules from prior papers on the corre-
sponding datasets, as well as from RFCs and IANA standards.
As shown in Table 2 in Appendix B, these rulesets together
cover all three types of network rules (Fig. 1a). We manually
translate the rules into formal logic; example rules and their
semantics are presented in Tables 5–7 in Appendix C. For all
datasets, we set the formula size limit to 12 for NETNOMOS.
Rule filtering rulesets. To answer E2., we build rulesets
that contain both meaningful and meaningless rules for eval-
uating the semantic rule filter of NETNOMOS. Meaningful
rules are consistent by definition, while not all consistent
rules are meaningful (§4.1). We generate meaningless rules
from the benchmark rulesets (Table 2). The benchmark rules



are both consistent and meaningful. To create meaningless
ones, we apply Semantic Fusion [80]. Specifically, we mix
the premises and conclusions of logical implications. For ex-
ample, given two benchmark rules X =⇒ Y and Z =⇒ Q,
we construct X =⇒ Q and Z =⇒ Y . We then evaluate
these fused rules on the corresponding datasets. The ones
that remain consistent with the network data are treated
as meaningless rules. This process produces cases such as
SrcPt= 80 =⇒ SrcPt= 433, which is consistent but mean-
ingless. Table 3 in Appendix D summarizes the resulting
rulesets used for evaluating the semantic filter.

7.2 Rule Learning

Baselines. We compare NETNOMOS with representative
rule-learning methods from three domains: logic program-
ming (LP), databases (DB), and machine learning (ML).
Specifically„ we evaluate LP-based DuoAI [82]; DB-based
FastDC [13, 55] and H-Mine [54]; ML-based FlowChron-
icle [18] and Decision tree (DT). Details are provided in
Appendix E.
Metric. We evaluate the coverage of all rule-learning meth-
ods on the benchmark rulesets (§7.1). We run NETNOMOS, as
well as baselines, for 24 hours on each dataset. We then collect
their learned rules C and feed them into NETNOMOS’s proof
system (Eqn. 1) for evaluation. We then query the proof sys-
tem with each benchmark rule. A rule is counted as learned
if the system returns ⊤ (i.e., the benchmark rule is derivable
from Th(C)). Otherwise, we consider that rule as not learned,
i.e., the result is ? or ⊥. Rule coverage is then computed as:
Coverage = # of learned rules

Total # of rules in benchmark .

Expressiveness results. We first evaluate the expressive-
ness of NETNOMOS. All baselines, except for DuoAI, are
limited in expressiveness; that is, their underlying rule-
learning methods cannot capture all types of network rules
in the benchmarks. Fig. 6a compares NETNOMOS against
these expressiveness-bounded methods (full results shown in
Fig. 11, Appendix F). NETNOMOS is able to capture nearly
all benchmark rules, missing only 2 rules in the Netflix bench-
mark and 6 rules in MAWI. The grammar Γ of NETNOMOS
can, in principle, express all benchmark rules. The few rules
not learned are long and complex protocol rules that exceed
the current scalability of NETNOMOS. Improving scalability
to cover such rules is an avenue for future work.

Scalability results. Fig. 6b depicts the rule coverage and run-
ning time for NETNOMOS and DuoAI (full results in Fig. 12,
Appendix G). Both methods are bound by scalability rather
than expressiveness. Within the first 12 hours, NETNOMOS
achieves over 75% coverage on all four benchmarks, while
DuoAI reaches at most 60% coverage after 24 hours. The
advantage of NETNOMOS is most pronounced on the Netflix
and MAWI benchmarks, where constraint sizes are mostly
larger than 8: here, NETNOMOS scales 5.7–6.5× better than
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Figure 7: NETNOMOS’s filtering stage can effectively avoid
carrying meaningless (albeit consistent) rules to the next stage,
achieving a 9.2% FPR. NETNOMOS also integrates simple
interpretation (Interpreted*) and lightweight tools with the
LLM such as web search or RAG, which leads to >98.1%
precision and <0.73% FPR. (Full results: Fig. 13, Appendix I)

DuoAI. In contrast, the CIDDS and MetaDC benchmarks con-
sist mostly of smaller constraints of size less than 5, where
the gap is relatively narrower.

7.3 Rule Filtering

We use the GPT-4.1 API from OpenAI as the LLM component
of NETNOMOS’s semantic filter. The API is invoked with a
fixed prompt (shown in Appendix M). Each query appends
the rules in one of three forms: Raw formulas in SMT-LIB
format, Interpreted formula expressions, or plain English
translations.
Metrics. We collect the indices of rules that the LLM marks
as meaningful. From these results, we compute recall (TP /
(TP + FN)), precision (TP / (TP + FP)), and false positive rate
(FP / (FP + TN)) with the following definitions:
(TP) True positives: correctly identified meaningful rules.
(FP) False positives: meaningless rules wrongly marked.
(TN) True negatives: correctly identified meaningless rules.
Results. Fig. 7 shows the performance of NETNOMOS’s
semantic filtering (full results in Fig. 13, Appendix I). Even
raw logic formulas (Raw) achieve 82.5% precision with only
9.2% FPR. Interpreting the raw SMT-LIB format as logical
formulas with semantic values further improves performance:
precision rises by 5.9% (from 86.4% to 91.5%), and FPR
drops by 633.6% (from 6.9% to 0.82%). We then improve fil-
tering by enabling web search and giving the LLM access to a
vector database that indexes relevant documents such as proto-
col RFCs [7,8,16,17,19,33,58–60,74,78] and dataset-related
papers (e.g., [11, 39, 66–68]). With this lightweight tool use,
the semantic filter reaches at least 98.1% precision and at
most 0.73% FPR. Translating formulas into plain English pro-
vides no additional gain, which indicates that NETNOMOS ’s
interpretable rules are already sufficient for reliable selection.
The filtering performance on MetaDC is slightly lower since
there is little standard documentation on network principles
compared to the abundant protocol specifications.

The main drawback of this approach is recall: even with
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15.04%–42.67% across various metrics and achieve com-
petitive performance against regression and the specialized
model, ASTGN [56]. (All six evaluation metrics are reported
in Fig. 15, Appendix K).

interpretation and tool use, recall across all four datasets re-
mains below 76.1%. In practice, the LLM is more likely to
reject a rule as meaningless, even when given supporting re-
sources. We argue that this conservative behavior is beneficial.
NETNOMOS often learns thousands of syntactically valid
rules (Table 4 in Appendix H). Enforcing all of them during
model inference would put excessive strain on the solver and
increase latency. High precision in filtering therefore reduces
overhead and ensures practical deployment. We acknowledge
the recall limitation but improvements in LLM performance
are likely to strengthen filtering in the future.

8 End-to-end NETNOMOS Case Studies

For E3., we evaluate NETNOMOS end-to-end on (i) data syn-
thesis (§8.1); (ii) traffic forecasting (§8.2); and (iii) telemetry
imputation (§8.3).
NETNOMOS uses GPT-2. NETNOMOS is LM-agnostic and
can naturally benefit from a more powerful model. Still, to
ensure that improvements come from rule learning and en-

forcement rather than the inherent strength of the LM, we
deliberately choose a generic, weaker LM: GPT-2 [62].
NETNOMOS tailors the GPT-2 per task by inference rules.
We use the same GPT-2 model, trained once on the network
data synthesis task, for all three use cases without retraining
or fine-tuning. What varies across tasks is the set of rules
enforced by NETNOMOS to contain those that involve task-
related variables. For data synthesis, all rules are applied be-
cause every field is generated. We acknowledge an approx-
imately 5× inference-time efficiency cost from enforcing
NETNOMOS rules [35], due to the overhead of validating the
LM’s decisions with an SMT solver. We leave performance
optimization to future work.

8.1 Network Data Synthesis
Baselines. We evaluate NETNOMOS against three network-
specific generators: NetShare [84], NetDiffusion [40], and
FlowChronicle [18], as well as four general-purpose tab-
ular data generators: E-WGAN-GP [28], CTGAN [81],
TVAE [81], and REaLTabFormer [70].6 This selection covers
a broad range of generative models, including GANs, Dif-
fusion models, Variational Autoencoders, and Transformers.
For comparison, we also include vanilla GPT-2 [62] and GPT-
2 with rejection sampling. In the latter, the model resamples
whenever an inconsistent output is detected, repeating until
enough consistent samples are produced.
Metrics. For each dataset, we generate 10K samples (flow
records for CIDDS, packets for Netflix and MAWI, and mea-
surements for MetaDC). We compare the Jensen–Shannon
Divergence (JSD) and Wasserstein/Earth Mover’s Distance
(EMD) of the synthetic data generated from different frame-
works against the distributions of the original data. For both
metrics, the lower, the better.
Fidelity results. As shown in Fig. 8 (and Fig. 14 in Ap-
pendix J), NETNOMOS achieves on average 1.94× lower JSD

6FlowChronicle only supports CIDDS, and NetDiffusion only PCAP.



and 27.9× lower normalized EMD across the four datasets
(excluding the maximum in each case). Unlike other frame-
works such as NetDiffusion, which perform well on one met-
ric (JSD) but poorly on another (EMD), NETNOMOS delivers
consistently strong performance on both.
Rule-compliance results. Fig. 16 in Appendix L shows the
evaluation of data generators in terms of violations against
our benchmark rules. By enforcing rules during inference,
NETNOMOS guarantees compliance and achieves zero vi-
olations on all datasets except MAWI. In contrast, other
frameworks exhibit high violation rates, exposing serious
breaks in network semantics within their generated data. Criti-
cally, network-specific frameworks do not outperform general-
purpose models in rule compliance, suggesting that domain
knowledge is not well integrated into their designs. Moreover,
as shown in Fig. 17 in Appendix L, the CDF of rule viola-
tions reveals that more than 50% of the rules are violated by
multiple generated samples.

8.2 Network Traffic Forecasting

Baselines. For traffic forecasting, we compare NETNOMOS
against four traditional regression methods: XGBoost, Light-
GBM, ARIMA, and ConvLSTM, as well as vanilla Trans-
former, RealTabFormer [70], vanilla GPT-2 [62], and ASTGN
(Attention-based Spatial-Temporal Graph Network) [56].
Note that ASTGN is specifically designed for time-series
network traffic forecasting.
Metrics. We provide all models with network signals (ECN
markings, connection count, and ingress/egress retransmis-
sions) of the past five 50ms-intervals and asking them to
predict ingress/egress traffic volume of the next 50ms inter-
val. We evaluate forecasting performance using six metrics:
mean absolute error (MAE), root mean squared error (RMSE),
normalized scale-free RMSE (NRMSE), symmetric mean ab-
solute percentage error (sMAPE), explained variance (R2),
and linear correlation (PearsonR).
Results. Fig. 9 shows the performance of nine forecasting
methods ranked from best to worst. Without enforcing rules,
vanilla GPT-2 ranks near the bottom as generic LMs are not
inherently good at handling numbers [1, 49, 61]. (Full results
are reported in Fig. 15, Appendix K.) By enforcing learned
network rules, NETNOMOS boosts the vanilla GPT-2 model
by 15.04%–42.67% across different metrics, demonstrating
knowledge enforcement that can reduce the need for expen-
sive retraining for every task. While NETNOMOS is not the
top performer, it achieves accuracy comparable to the special-
ized traffic predictor ASTGN [56].

8.3 Network Telemetry Imputation

Methodology. The goal of this use case is to impute 1ms
ingress values given aggregated network signals sampled at
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Figure 10: NETNOMOS improves both imputation accuracy
(left) and downstream task performance (right) of the generic
GPT-2 via logic enforcement, achieving on-par (and often
better) results compared to SOTA Zoom2Net [27].

50ms intervals. We compare NETNOMOS against three base-
lines: the SOTA telemetry imputer Zoom2Net [27], vanilla
GPT-2, and GPT-2 with rejection sampling. For NETNOMOS,
we evaluate two rule sets: manual and learned. The manual
rules correspond to the four constraints manually identified by
the authors of Zoom2Net (C4–C7 in [27]), while the learned
rules are automatically learned by NETNOMOS.
Results. Fig. 10 reports performance both on imputation
accuracy and on a downstream task, burst analysis [26]. En-
forcing manual rules improves GPT-2’s accuracy (Fig. 10,
left), but still lags behind Zoom2Net. Rejection sampling,
by contrast, reduces accuracy: it distorts the LM’s distribu-
tion by suppressing near-correct outputs and forcing sam-
pling from unrelated regions. With its learned rules, NET-
NOMOS matches or surpasses Zoom2Net on EMD and p99
accuracy.When guided by NETNOMOS, GPT-2 outperforms
Zoom2Net on all downstream tasks except Burst Position for
which Zoom2net uses a specially crafted rule. This demon-
strates that automatically learned rules improve the perfor-
mance of the downstream tasks (not just direct output), even
compared to hand-picked rules. The remaining shortfall on
time-sensitive metrics (e.g., autocorrelation, Burst Position)
likely arises from two factors: GPT-2’s general-purpose ar-
chitecture and the limited temporal expressiveness of learned
rules, constrained by the context window of Γ. Developing
methods to learn richer temporal constraints is an important
direction for future work and could unlock even greater bene-
fits for NETNOMOS.

9 Conclusion

We present NETNOMOS, the first framework that automat-
ically learns rules from large volumes of network data and
enforces them during language model generation to produce
compliant outputs. This work takes an important step toward
building practical neurosymbolic systems for networking.
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A Proof for Theorem 1

We construct a proof using a modified formulation of the
reduction from clause learning to finding minimal set cov-
ers [13]. Let C denote the set of propositional clauses derived
from the grammar Γ. For each clause c ∈ C , define its evi-
dence set

Ec := {e ∈ D | e |= c}.

A constraint of disjuncts is a finite set of clauses C ⊆ C inter-
preted as

∨
c∈C c. By construction,

C is consistent with D ⇐⇒
⋃
c∈C

Ec = D.

=⇒ Suppose C ⊆ C is consistent. Then by the equivalence
above,

⋃
c∈C Ec =D. Hence C itself is a hitting set of clauses

that covers D.

⇐= Conversely, suppose H ⊆ C is a hitting set:
⋃

c∈H Ec = D.
Consider the constraint CH =

∨
c∈H c. For any e ∈ D, since

e ∈
⋃

c∈H Ec, there exists c ∈ H with e |= c. Thus e |=CH ,
so CH is consistent with D.

Therefore, learning a consistent constraint is equivalent to
finding a hitting set of clauses covering D.

B Network Dataset and Corresponding Bench-
mark Rulesets

Table 2 describes the datasets used for evaluation and the
corresponding benchmark rulesets.

C Samples of Benchmark Rules

Tables 5–7 provide samples of the network rules and their
corresponding semantics.

D Evaluation Rulesets for Evaluating Seman-
tic Filtering

Table 3 summarizes the rulesets used for evaluating semantic
filtering.

Dataset Format Benchmark Ruleset Description

CIDDS [66–68] NetFlow Total rules: 72
• Deployment: 30
• Protocol: 42
• Principle: 0

Normal and attack traffic col-
lected from an enterprise net-
work.

Netflix [10] PCAP Total rules: 33
• Deployment: 0
• Protocol: 33
• Principle: 0

Video streaming traffic with
typical client-server interac-
tions.

MAWI [11] PCAP Total rules: 32
• Deployment: 0
• Protocol: 32
• Principle: 0

Backbone Internet traffic
traces collected at a trans-
Pacific link.

MetaDC [26] Datacenter logs Total rules: 10
• Deployment: 0
• Protocol: 0
• Principle: 10

Millisecond-scale traffic traces
from Meta’s datacenters, cap-
turing burstiness, buffer con-
tention, and packet loss.

Table 2: Datasets used together with statistics of their cor-
responding benchmark rulesets for evaluation. NETNOMOS
generalizes across diverse real-world network datasets.

Dataset Meaningful Rules Meaningless Rules

CIDDS 72 176
Netflix 33 82
MAWI 35 24
MetaDC 10 18

Table 3: Rulesets used for evaluating semantic rule-filtering.

E Baselines for Rule Learning

We compare NETNOMOS to five rule-learning methods from
three domains, namely, logic programming (LP), database
(DB), and machine learning (ML):

• (LP) DuoAI [82]: a SOTA method for learning invariants of
distributed protocols. It constructs a minimal implication
graph and enumerates the formula space, starting from the
strongest and weakening iteratively. Because we do not as-
sume the existence of formal models of the networks of the
corresponding datasets, we omit DuoAI’s post-learning re-
finement with IVy [51] and only compare against its method
for learning candidate invariants.

• (DB) FastDC [13, 55]: a SOTA method for discovering
denial constraints (DCs) in databases. DCs are the most
expressive integrity constraints. We negate learned DCs to
derive positive rules, since a DC specifies what must not
happen.

• (DB) H-Mine [54]: a SOTA association rule mining method
that learns “if-then” implication patterns between variables
in large datasets. To apply it to network data, we encode
records as boolean variable-value transactions. It does not
support numerical variables.7

7Recent work on numerical association rule learning [71] did not yield
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Figure 11: Expressiveness evaluated under four datasets. NET-
NOMOS is much more expressive than other existing works.

• (ML) FlowChronicle [18]: a SOTA network data genera-
tor that employs sequential pattern mining and defines a
constraint language for network rules. Its implementation
is tailored to the CIDDS dataset, and adapting it to other
datasets would require substantial changes. Thus, we only
evaluate it on CIDDS.

• (ML) Decision tree (DT): Decision paths in DTs corre-
spond to linear combinations of propositions [21]. We train
a CART-style DT [44] on each dataset and extract their
decision paths as logical implications.

• (ML) DTs from GANs: We train DTs as student models on
the decisions made by discriminators of NetShare [84] and
CTGAN [81]. We then extract decision paths from these
student models as learned rules.

F Expressiveness of Rule Learning

Fig. 11 shows the full results of NETNOMOS’s expressiveness
evaluated on four network datasets.

G Scalability of Rule Learning

Fig. 12 shows the full results of NETNOMOS’s learning scala-
bility evaluated on four network datasets.

H Rule Filtering Rate

Table 4 describes the filtering rate when using a semantic
filter against the learned rules associated with the data sets.

meaningful rules, so we omit its results.
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Figure 12: NETNOMOS outscales DuoAI under four evaluated
datasets.

Dataset Learned Rules Filtered Rules Filtering Rate

CIDDS 1,203 1,150 0.96
Netflix 11,479 10,098 0.88
MAWI 50,989 44,859 0.88
MetaDC 5,934 5,322 0.91

Table 4: Number of rules learned by NETNOMOS after 24h
and number of rules filtered out by its semantic filter.

I LLM Filtering Result

Fig. 13 describes the performance of the LLM filtering under
four evaluated datasets.

J Synthetic Data Fidelity

Fig. 14 shows the performance of various data generators
across datasets.

K Traffic Forecasting Performance

Fig. 15 shows traffic forecasting performance evaluated on
the MetaDC dataset [26] with six metrics.

L Rule Compliance of ML-Generated Data

Fig. 16 describes rule violation rates of various data genera-
tors. Fig. 17 is the CDF of the number of violating samples
per rule.

M Prompt Used for Semantic Filtering

We attach the prompt template used for semantic filtering
below.
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Figure 13: Similar to the Fig. 7, the use of LLM in NETNOMOS is able to filter out meaningless rules when testing under four
different datasets.

You are given a list of logical rules extracted from
network data.
These rules aim to describe relationships between
fields in network data.
##Task
Identify which rules are semantically meaningful. A
rule is meaningful only if it reflects real network be-
havior or expresses a sound integrity constraint.
##Sources of rules
1. Protocol specifications (e.g., RFCs) describing stan-
dard behaviors such as port assignments and TCP
handshakes.
2. Deployment patterns specific to certain datasets
such as no occurrence of public-to-public IP flows.
3. Principles such as queueing, congestion, bandwidth
limits, etc.
##Output format
Return a Python-style list of the rule IDs that are
consistent. Example: [0, 2, 5]
Do not return anything else and be critical.
##Rules: {rules}

N Testbed

For fair evaluation, we conduct all the experiments on a two-
socket server with 40 logical CPUs of Intel Xeon E5-2660v3
with a frequency of 2.60GHz and 256GiB of DRAM. Training
and inference of ML models are all conducted on an A100
NVIDIA GPU.
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Figure 14: By imposing learned network rules, NETNOMOS generates high-fidelity synthetic data across diverse datasets
compared to SOTA data generators.
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15.04%–42.67% across six metrics and achieve competitive performance against regression and specialized model, ASTGN [56].
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semantics in the generated data. Notably, network-specific frameworks do not display a clear advantage over general models in
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Table 5: Sample PCAP constraints from our Netflix and MAWI benchmark rulesets. SameBiFlow(·) and SameDir(·) are shorthand
notations for flow matching.

Network Constraint Meaning Expressible by Reference

1. ∀t, p : SameBiFlow(pt , pt+1, pt+2) ∧
SYN ∈ pt .Flags ∧ SYN-ACK ∈
pt+1.Flags ∧ ACK ∈ pt+2.Flags =⇒
pt+2.Seq = pt+1.Ack ∧ pt+1.Ack =
(pt .Seq+1)∧ pt+2.Ack= (pt+1.Seq+1)

[Protocol] TCP three-way handshake. NETNOMOS [40], [48],
RFC
9293 [78],
1122 [8]

2. ∀t, p : p.IpVersion= 4∨ p.IpVersion=
6

[Protocol] Correct IP version number. NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees

IANA [37],
RFC
791 [59],
4443 [16],
8200 [19],
9293 [78]

3. ∀t, p : SameBiFlow(pt , pt+1) ∧
PSH-ACK ∈ pt .Flags =⇒ ACK ∈
pt+1.Flags∨RST ∈ pt+1.Flags

[Protocol] PSH data packet followed
by ACK.

NETNOMOS RFC
1122 [8],
9293 [78]

4. ∀t, p : SameBiFlow(pt , pt+1, pt+2) ∧
SYN ∈ pt .Flags ∧ SYN-ACK =⇒
pt .TcpWinSize> 0∧ pt+2.TcpWinSize>
0

[Protocol] TCP rwnd negotiation. NETNOMOS [48],
RFC
1122 [8],
9293 [78],
7323 [7]

5. ∀t, p : p.TcpUrgPointer> 0 ⇐⇒ URG ∈
p.Flags∨RST ∈ p.Flags

[Protocol] Urgent pointer is set if only
if URG flag bit is active.

NETNOMOS,
FastDC [13, 55],
Decision Trees

RFC
9293 [78]

6. ∀t, p : p.IpHdrLen%4 = 0 ∧
p.TcpHdrLen%4 = 0

[Protocol] Header length alignment. NETNOMOS [11],
RFC
791 [59],
9293 [78],
1122 [8],
8200 [19],
9673 [33]

7. ∀t, p : SameDir(pt , pt+1) ∧
SYN�∈{pt .Flags ∪ pt+1.Flags} ∧
FIN�∈{pt .Flags ∪ pt+1.Flags} =⇒
pt+1.Seq= pt .TcpLen+ pt .Seq

[Protocol] TCP sequence number con-
tinuity.

NETNOMOS [12], [40],
RFC
1122 [8],
9293 [78]

8. ∀t, p : 0 ≤ p.IpTtl≤ 255
[Protocol] Valid TTL number. NETNOMOS RFC

791 [59],
1122 [8],
8200 [19]



Table 6: Sample NetFlow constraints from our CIDDS benchmark ruleset.

Network Constraint Meaning Expressible by Reference

1. ∀e : e.SrcIp�∈{Multicast ∪ Broadcast} ∧
e.DstIp ̸= 0.0.0.0

[Protocol] Multicast or broadcast IPs
can only appear as destination IP ad-
dresses, and wildcard mask can only be
used in source IP.

NETNOMOS RFC
1122 [8],
791 [59],
4443 [16],
8200 [19]

2. ∀e : e.DstPt ∈ {80,443} =⇒ SrcIp ∈
Private

[Deployment] Web traffic only origi-
nates from within internal network.

NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees

[39, 66,
68]

3. ∀e : e.DstIp ∈ DNS =⇒ e.DstPt= 53
[Protocol] DNS service employs port
53 by IANA convention.

NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees,
FlowChronicle [18]

RFC
768 [58],
7605 [74],
IANA [38]

4. ∀e : e.Bytes≤ 65535× e.Packets
[Protocol] Total amount of transmitted
data in a flow is bounded by the number
of packets and MTU.

NETNOMOS RFC
1122 [8],
791 [59],
9293 [78],
4443 [16]

5. ∀e : e.DstPt ∈ {137,138} =⇒ e.SrcIp ∈
Private∧ e.DstIp ∈ Broadcast

[Deployment] NetBIOS flows contain
only broadcast packets and use ports
137/138.

NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees

[66, 68]

6. ∀e : e.Proto ̸= TCP =⇒ e.Flags= /0
[Protocol] Non-TCP flow records do
not contain flag information.

NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees

RFC
9293 [78],
768 [58],
791 [59]

7. ∀e : e.DstIp ∈ Public ⇐⇒ e.SrcIp ∈
Private

[Deployment] No public-to-public traf-
fic, since the vantage point was located
behind the gateway.

NETNOMOS,
H-Mine [54],
FastDC [13, 55],
Decision Trees

[39, 66,
68]

8. ∀e : e.Proto = UDP =⇒ e.Bytes ≥ 8×
e.Packets

[Protocol] A UDP flow entry contains
at least one packet.

NETNOMOS RFC
1122 [8]



Table 7: Sample constraints from our MetaDC benchmark rulesets.

Network Constraint Meaning Expressible by Reference

1. ∀e : e.Ingress≥ e.InRxmit∧e.Egress≥
e.OutRxmit

[Principle] Retransmitted traffic is con-
tained in the total traffic volume.

NETNOMOS,
FastDC [13, 55],

——–

2. ∀t,e : e.Congestiont > 0 =⇒
e.Ingresst > 0

[Principle] Congestion markings indi-
cate ingress traffic.

NETNOMOS,
FastDC [13, 55],
Decision Trees

——–

3. ∀t,e : e.Connectionst > 26700 =⇒
(e.InCongessiont > 0) ∨ (e.InRxmitt >
0)

[Principle] Large number of active con-
nections (p90) indicate congestion or
retransmission (incast).

NETNOMOS,
Decision Trees

——–

4. ∀t,e : e.Connectionst > 0 =⇒
(e.Ingresst > 0)∨ (e.Egresst > 0)

[Principle] Active connection leads to
traffic.

NETNOMOS,
Decision Trees

——–

5. ∀t,e : ∑
K=50
k=1 e.InCongestiont+k >

206305 =⇒ ∃i ∈ [1,5] :
e.IngressRate10mst+i > 5357

[Principle] Heavy congestion implies
micro-bursts.

NETNOMOS ——–
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