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Abstract
RL-based controllers achieve strong average-case perfor-

mance in networking tasks such as congestion control and
adaptive bitrate streaming. Yet their performance can degrade
severely under network conditions where strong performance
is achievable. Identifying such conditions and quantifying
the resulting performance gap is intractable by enumeration,
while the sequential and closed-loop nature of RL controllers
makes formal verification methods impractical.

We present REGUARD, a framework that discovers
worst-case scenarios for a given RL controller and protects it
against them at inference time, without retraining. Discovery
is formulated as a bilevel regret-maximization problem,
which yields a certified lower bound on the worst-case
performance gap. The discovered trajectories are then
analyzed as counterfactuals, and compiled into lightweight
logic rules that intervene only when a risky state is detected,
leaving the controller’s behavior unchanged otherwise.

We evaluate REGUARD in three RL-based network
controllers: Pensieve, Sage, and Park. REGUARD discovers
scenarios in which the controller’s performance is 43–64%
worse than what is achievable. REGUARD not only discovers
gaps 57% to 6× larger than the strongest baselines, but also
shrinks them by 79–85% via its logic-based protection, while
preserving nominal performance. REGUARD’s protection ex-
tends beyond the scenario it discovers, improving performance
across a wider range of network conditions.

1 Introduction

For more than a decade, RL-based controllers have been pro-
posed for networked systems, e.g., adaptive bitrate streaming,
congestion control, and resource management [3, 25, 37, 38].
These controllers have been shown to dramatically outperform
the best handcrafted heuristics, making a compelling case for
wide adoption. Yet before an operator can justify deploying
one in production, she needs answers to questions that
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benchmarks alone cannot provide: Are there scenarios, i.e.,
sequences of network conditions, under which the RL con-
troller performs far worse than what is achievable? If so, how
much performance does it forfeit? Can such performance gaps
be mitigated without sacrificing the controller’s performance
gains on other (perhaps more common) scenarios?

Answering these questions is fundamentally hard. First,
an RL controller is a black-box neural policy that is hard
to understand and modify. Second, the space of all possible
network scenarios is exponentially large. Finally, the con-
troller’s decisions and the network’s dynamics are coupled in a
closed loop, where each affects the evolution of the other over
time. This complexity makes verification and formal analysis
methods [12, 30] impractical as they require a formal model.
Approximating RL controllers with interpretable or differen-
tial counterparts [17, 28] might offer some insights for manual
inspection, but the loss of fidelity during the approximation
prevents them from reliably identifying the worst-case scenar-
ios. Finally, approaches that combine training with scenario
generation or selection, such as Genet [37] and Mowgli [4], aim
to improve average performance and are thus orthogonal to our
goal. In fact, we find that adapting them to target the worst-case
scenarios does not reliably protect the target controller against
them and often degrades performance on others.

This paper presents REGUARD, a practical framework that
addresses all three questions without requiring a formal model
of the controller or the network dynamics. Rather than accu-
mulating scenarios and hoping that training will fix everything,
REGUARD strategically focuses on discovering and correcting
scenarios of maximum controller regret, meaning scenarios
where the controller performs poorly but strong performance
is still achievable. Beyond the vastness of the search space of
scenarios, determining the best achievable performance each is
itself a hard optimization problem. To address this, REGUARD
casts scenario discovery as a bilevel regret maximization over
feasible network conditions. The outer optimization searches
for the scenario that maximizes the performance the targeted
controller forfeits, while the inner optimization identifies the
best available strategy for that scenario. For the inner loop,
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REGUARD selects among the actions of a portfolio of existing
heuristics, i.e., established algorithms that each perform well
in different operating regimes. Beyond making the inner
optimization tractable by reducing it to selection over a finite
set of known policies, the portfolio serves two additional
purposes. First, it makes the lower bound on worst-case regret
certified by the bilevel optimization meaningfully tight, since
the bound’s quality depends on how closely the portfolio
approximates the true optimum, and decades of networking
research have produced heuristics that are individually strong
and collectively cover diverse operating regimes. Second, it
provides a practical counterfactual, revealing what a better
strategy would have done under the same conditions and in
which direction the controller’s decisions should be corrected.
REGUARD then analyzes the discovered counterfactual
trajectories (scenarios and controller actions) to derive
recurring patterns that precede the controller forfeiting
performance. It compiles these patterns into logic rules that
are evaluated only against the controller’s current observable
state, and intervene only when a risky pattern is detected. This
design preserves the controller’s nominal performance, which
retraining-based approaches consistently sacrifice, while
providing targeted protection in failure-prone regimes

We demonstrate REGUARD’s benefits and portability across
three state-of-the-art RL controllers for distinct networking
tasks: Pensieve for adaptive bitrate streaming, Sage for
congestion control, and Park for load balancing. REGUARD
discovers scenarios in which these controllers achieve 43–64%
worse performance than a near-optimal reference, exposing
gaps orders of magnitude larger than those found by alternative
discovery methods such as Genet [37], Indago [8], and Gilad
et al. [13]. With REGUARD’s run-time protection, these gaps
shrink by up to 79–85%.

Critically, REGUARD’s protection extends well beyond the
specific scenarios it discovers, confirming that it targets gen-
uine controller vulnerabilities rather than micro-pathing very
particular conditions. Indeed, REGUARD-protected controllers
also outperform their unprotected counterparts in scenarios
identified by alternative approaches (e.g., Genet, Indago, and
Gilad et al.), even though these scenarios were never used as
counterfactuals. Furthermore, re-running REGUARD’s discov-
ery against the REGUARD-protected controller yields substan-
tially smaller worst-case regret, demonstrating that REGUARD
shrinks the controller’s overall vulnerability surface. Finally,
REGUARD fits comfortably within each controller’s inference-
time budget, confirming that its protection can run alongside
the controller without delaying its decisions. Thanks to the
efficient merging of patterns and the use of predicates over raw
observable state variables, the rules are interpretable enough
for manual inspection, allowing us to validate that they capture
meaningful controller weaknesses. For instance, REGUARD’s
rules expose that Pensieve consistently selects bitrates far
above what the available bandwidth can sustain, confirming
a systematic tendency to overshoot under scarce conditions.

2 Motivation

This section uses RL-based CCA as an example use case to
explain why strong benchmark performance is insufficient for
real-world RL deployment in networked systems and derive
the requirements for REGUARD. We detail the use cases we
consider in Table 1 and Appendix B.

2.1 Use Case: RL-Based Congestion Control

Consider an operator managing a private datacenter network.
To improve performance for latency-sensitive and high-
throughput workloads, she considers replacing the currently
deployed BBR with Sage [39], a state-of-the-art RL-based con-
gestion controller that has been shown to achieve both higher
throughput and lower latency. She verifies these claims on rep-
resentative internal traces, and the results are encouraging. But
encouraging is not enough to justify a production deployment.
The operator needs to know: How much can Sage deviate
from the optimal achievable throughput and latency?

Her first instinct is formal verification. Tools like
MetaOpt [30] and whiRL [12] can provide reliable worst-case
guarantees, but they would require her to model, in logic, every
component of the system: the neural policy that maps observa-
tions to sending-rate decisions, how those decisions determine
packets in flight and thus queue occupancy, how queue occu-
pancy in turn drives loss and inflates RTT, how the achieved
throughput feeds back into the controller’s next observation,
and how all of these quantities are simultaneously shaped by the
network conditions themselves, such as available bandwidth,
propagation delay, and background traffic, independently of
anything the controller does. For a system as complex as Sage,
accurate modeling is prohibitively difficult, and any approxi-
mation risks producing scenarios that mask the true worst case.

Her next thought is adversarial ML, which should, in
principle, be well-suited to stress-testing neural policies.
But adversarial methods such as PGD (projected gradient
decent [9, 14, 22, 24]) operate directly on the controller’s
input features (shown in Table 2) without respecting the causal
dependencies between them. As a result, PGD could, for
instance, perturb Sage’s delivery-rate and loss features in a way
that implies near-capacity throughput and severe persistent
loss, a combination that is inconsistent with feasible queueing
and ACK dynamics under the same bottleneck link. Hence,
the resulting scenario may not just be unlikely, but impossible
to happen. Worse, the operator has no systematic way to check
which scenarios are possible. This issue is especially acute
for RL-based network controllers. In standard feed-forward
models, one can often encode feature dependencies with
moderate effort [7, 19, 33]. In contrast, RL controllers operate
sequentially: current inputs depend on past actions, and
future states depend on both controller decisions and network
dynamics. Capturing these dependencies would require
modeling the entire interactive system, bringing our operator
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(a) Vanilla Sage
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(b) Fine-tuned Sage

Figure 1: (a) shows a concrete scenario where Sage has 94%
less throughput than what BBR can achieve under the same con-
dition, despite its superiority in other scenarios. (b) shows that
fine-tuning for protecting Sage do not lift Sage’s throughput
to the achievable in that scenario, while also degrading Sage’s
performance on a benchmark it did well pre-fine-tuning.

back to the same complexity barrier faced by formal analysis.
The remaining option is random testing. But the search space

is exponentially large in the number of control steps, making
exhaustive exploration impossible. Running random tests long
enough will eventually surface scenarios where Sage under-
performs BBR, but there is no guarantee that the discovered
scenarios are anywhere near the true worst case. She is, effec-
tively, left with anecdotes rather than evidence, and no basis
for quantifying the deployment risk she is actually taking on.

Even if the operator could somehow discover scenario(s)
where Sage underperforms BBR, as the one shown in Fig. 1a,
she still needs a way to mitigate them before enjoying the
benefits of deploying Sage. The canonical approach for
doing so would be fine-tuning and/or curriculum-based
retraining [20, 21, 23, 35, 36], which have gained popularity
also in the networking community. Unfortunately, these
will induce global policy updates: they alter behavior not to
specific worst-case scenario(s), moving the policy away from
behaviors that worked well under normal conditions. As an
illustration, Fig. 1b shows the performance of Sage after it has
been fine-tuned on more scenarios, including the scenario of
Fig. 1a. While its throughput has been improved, it has still not
reached the achievable; worse, its performance has degraded
for another scenario where it performed well before. Our
operator needs to now decide: should I optimize Sage for
good average performance or robustness in the worst case.

2.2 Requirements & Design Principles

The example above highlights the need for a system that does
not replace or compete with RL-based network controllers, but
instead complements them to improve their trustworthiness,
robustness, and ultimately their deployability.

First, such a system must be able to discover network
scenarios, namely sequences of network conditions, under
which the target controller performs substantially worse than
what is achievable under the same conditions. This captures

the true worst case for the controller: not merely a difficult
network, but a setting where the controller fails to adapt despite
strong performance still being possible. We cannot control
how harsh the environment is, but we can identify when the
controller responds poorly to it. For instance, the scenario in
Fig. 1a where Sage achieves 94% lower throughput than BBR
is precisely the type of embarrassing failure an operator would
want to know about and have fixed before deployment.

Second, a system that works alongside an RL controller must
preserve the controller’s strong nominal performance. Any
mitigation that sacrifices the controller’s nominal performance
defeats the purpose of deploying it. As Fig. 1b illustrates, fine-
tuning Sage on challenging scenarios degrades its throughput
on normal conditions, trading one problem for another.

Finally, the system must remain practical to deploy. In par-
ticular, it should not require formally modeling the controller,
the environment, or their interaction dynamics in advance.
Such modeling is prohibitively complex for modern RL-based
networked systems and would undermine usability in practice.

3 Overview

Following our design principles, we design REGUARD shown
in Fig. 2. Next, we highlight the main insights that drove it.
By framing discovery as regret maximization over a bilevel
program, we can provide a tightness guarantee on how
close the discovered failure is to the true worst case. To find
scenarios that leave the most achievable performance on the
table, we need to guide the search towards worst-case regret,
namely, the performance gap between what the controller does
and what is achievable. REGUARD frames discovery as an op-
timization over all feasible network conditions for the scenario
that maximizes regret. Because this is optimization rather than
sampling, the returned scenario comes with a formal bound
(Theorem 1): the gap between the regret it achieves and the true
worst-case regret is bounded by how good the reference policy
we have available is. Hence, to make the bound meaningful,
effectively offering a useful certificate of the controller’s
worst-case vulnerability, we need a good approximation of
the optimal policy. Computing the exact optimal policy is,
however, intractable for a stochastic dynamical system over
long horizons. Fortunately, decades of networking research
have produced a rich set of heuristics that each perform well
in different operating regimes. Their per-scenario best (i.e.,
the upper envelope) serves as a strong proxy for the scenario-
specific optimum. To unlock this power, we use a bilevel
structure where the inner problem selects the best reference
for each candidate environment that the outer problem finds.
The same upper envelope that certifies the failure also
provides the counterfactual signal needed for protection.
The portfolio of heuristics serves a second, entirely distinct
role beyond certification. When REGUARD discovers a
high-regret scenario, it knows not only that the controller
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Figure 2: REGUARD discovers scenarios that maximize the targeted RL controller’s regret by directly interacting with the network
environment the RL controller was trained in and using a portfolio of heuristics to approximate optimal. It then analyzes the
resulting counterfactuals to extract recurring risky patterns and directions. Finally, REGUARD compiles the counterfactuals into
logic rules, which it applies at inference time to overwrite the controller’s decision only when strictly needed.

failed, but which heuristic succeeded and what that heuristic
did differently at each decision point. This is a counterfactual:
under the same network conditions, the reference chose to
back off while the controller pushed harder, or vice versa.
By analyzing the controller and reference trajectories, one
can identify specific risky states the controller can reach and
what to do to avoid the performance degradation. Because
the high-regret scenarios are used to improve the controller,
REGUARD does not find a single worst-case scenario but
rather multiple to account for multiple blind spots.
The highest-regret scenarios cluster around a few recurring
and high-risk decision-making flaws, making surgical inter-
vention both possible and effective. The highest-regret sce-
narios are not random; they are clear manifestations of system-
atic flaws in the controller’s policy. Fixing those flaws could,
in principle, protect the controller while minimally affecting
its performance. Still, because the search objective rewards
the same controller weakness every time it surfaces, many
of these scenarios expose the same underlying mistake. For
instance, REGUARD scenarios often reveal that Park systemat-
ically routes small jobs to slow servers even when fast servers
sit idle. We observe that the discovered scenarios naturally
cluster around a small number of recurring patterns. By mining
these patterns, REGUARD extracts a compact set of logic rules
over interpretable predicates that cover a wide range of failure
conditions while remaining fully auditable by the operator.

4 Bilevel Regret Maximization over Stochastic
Dynamical Systems

4.1 Problem Formulation

REGUARD searches for a feasible network scenario that maxi-

mizes the regret of a fixed pretrained controller relative to the
best reference policy under that same scenario. The input is a
pretrained policy π, a reference policy class Π, and a feasible
family of network scenarios E .
Scenario, reward, and regret. A scenario is a finite resource
sequence e = (u0, ... ,uT−1) ∈ E , where each ut ∈ U speci-
fies the resource available at time t. Thus, e is a time-varying
network condition rather than a static input. For any policy
π′, let J(π′;e) := E

[
∑

T−1
t=0 γtrt |π′,e

]
denote its trajectory re-

ward in scenario e. The reference policy is scenario-specific:
π⋆

e ∈argmaxπ′∈ΠJ(π′;e).The regret of the pretrained controller
in scenario e is then R(e) :=J(π⋆

e ;e)−J(π;e).
This regret isolates genuine controller failures. If a scenario

is intrinsically bad for every policy, then both terms are low
and the regret stays small. A large regret instead means that the
controller leaves substantial reward on the table in a feasible
scenario where much better performance is still achievable.
Feasible search space. We restrict the outer search to

E :={e :e |=c j, j=1,...,m}, (1)

where the constraints c j encode the family of network condi-
tions the operator cares about. These constraints may bound
resource magnitude, rates of change, queueing behavior, or
other deployment-specific requirements.
Bilevel regret maximization. REGUARD targets the follow-
ing bilevel problem:

e⋆∈argmax
e∈E

[J(π⋆
e ;e)−J(π;e)], (2)

or equivalently,

maximize
e∈E

J(π⋆
e ;e)−J(π;e)

subject to π
⋆
e ∈argmax

π′∈Π

J(π′;e).
(3)
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The outer level searches over feasible scenarios, while the inner
level picks the strongest reference policy for each candidate
scenario. A high-scoring scenario is therefore a concrete failure
case in which the controller underperforms by a large and
avoidable amount.

This formulation is inherently trajectory-level. The outer
variable e is a time series of resources, and both J(π; e)
and J(π⋆

e ; e) depend on the full closed-loop evolution over
the horizon. Unlike prior static-input analyses such as
MetaOpt [30], REGUARD searches over time-varying network
scenarios for dynamical controllers.
Outer RL solver and practical reference. We use RL only as
a solver for the outer search over scenarios. This outer solver is
distinct from the control policies π and π⋆

e , which act within a
fixed scenario. RL is a natural fit because the scenario itself is
sequential, and because the search does not require an explicit
formal model of the pretrained controller or of the network
dynamics.

In practice, the exact inner solution may be unattainable,
especially in continuous-action settings. We therefore use an
approximate reference policy π̂⋆

e ∈Π and solve

ê∈argmax
e∈E

[J(π̂⋆
e ;e)−J(π;e)]. (4)

The theoretical target is Eqn. (3), while the implemented
procedure approximately solves Eqn. (4).

4.2 Guarantees
The formulation provides a simple guarantee with a clear
interpretation. The scenario returned by REGUARD is a
certificate that the pretrained controller has a large avoidable
performance gap under a feasible network condition.

For readability, define

R(e) :=J(π⋆
e ;e)−J(π;e), R̂(e) :=J(π̂⋆

e ;e)−J(π;e). (5)

Here R(e) is the exact regret objective and R̂(e) is its practical
approximation.
Main guarantee. Under realistic assumptions stated in Ap-
pendix A, let ẽ be the scenario returned by the outer RL solver,
let e⋆ maximize the exact objective in Eqn. (2), let ε denote the
outer-solver suboptimality for Eqn. (4), and let δ(e) bound the
inner-reference error in scenario e. Then

max
e∈E

R(e)−R(ẽ)≤ε+δ(e⋆), (6)

or equivalently,

R(ẽ)≥max
e∈E

R(e)−ε−δ(e⋆). (7)

Equation (7) is the key takeaway. The exact regret achieved
by the returned scenario is itself a lower bound on the
worst-case exact regret over the feasible search space. If the
outer RL solver is near-optimal and the practical reference is

accurate, then this lower bound is tight. The returned scenario
is therefore not merely a hard example. It is a near-tight
certificate of controller weakness in the searched regime.
Supporting results. The proof is built from two ingredients,
both deferred to the appendix. First, the outer RL solver returns
an ε-optimal scenario for the approximate objective:

R̂(ẽ)≥max
e∈E

R̂(e)−ε. (8)

Second, the approximate regret is a pointwise lower bound
on the exact regret, with gap controlled by the inner-reference
error:

0≤R(e)−R̂(e)≤δ(e), ∀e∈E . (9)

Combining Eqns. (8) and (9) yields Theorem 1 below.

Theorem 1. Under Assumptions A1–A4, the scenario
ẽ returned by REGUARD certifies a lower bound on the
worst-case exact regret objective, and this lower bound
is within ε+δ(e⋆) of the exact worst case (Eqns. 6 and 7).1

Why this guarantee matters. It directly quantifies the
strength of the discovered failure case. The only sources of
looseness are the outer-search error ε and the inner-reference
error δ(e⋆). As either component improves, the certificate
strengthens immediately. This makes the formulation useful
both analytically and operationally: it identifies a concrete fail-
ure scenario and quantifies how close that scenario is to the
worst avoidable failure in the feasible regime under study.

4.3 Implementation
High-level design. Table 1 summarizes how REGUARD
instantiates Eqn. (4) across three use cases detailed in Ap-
pendix B: congestion control, adaptive bitrate streaming, and
load balancing. Each implementation exposes a small set of sce-
nario variables to the outer RL solver, keeps the pretrained con-
troller π fixed, and constructs a practical reference policy π̂⋆

e un-
der the same generated scenario. At time t, the solver observes
the controller-induced system state, chooses the next resource
element ut , and appends it to the scenario e=(u0,...,uT−1). RE-
GUARD then evaluates π and the reference under this shared
scenario and uses the resulting solvability-weighted regret
from Eqn. (4) as the learning signal.

The main implementation contract is to make the compar-
ison fair and diagnostic. REGUARD must keep the exogenous
scenario shared, keep each policy’s closed-loop state isolated,
and measure the reward gap using the application-specific
reward in Table 1. The solver is therefore not rewarded for
making every policy perform poorly. It is rewarded for finding
challenging conditions where π performs poorly while π̂⋆

e still
obtains high reward. Each implementation defines π̂⋆

e as the
best policy in its practical reference class:

J(π̂⋆
e ;e) :=maximize

π′∈Π

J(π′;e). (10)

1Proof in Appendix A.6.
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Use Case RL Type Training
Environment

Network Scenario
Variables

Reward (performance): J(π;e) Reference Policy

CCA (Sage [39]) Offline Emulation Bandwidth, loss, delay ∑
t
(α·ratet+β·rttt−γ·losst) Best performance among Cubic,

BBR, and NewReno.

ABR (Pensieve [25]) Online Simulation Bandwidth ∑
t
(α·bt−β·rt−γ·|bt−bt−1|) Exact K-step rolling bitrate

oracle.
LB (Park [26]) Online Simulation Job arrival time, job size α·

∫ T
0 Nactive(t)dt Best performance among LCT,

JSQ, and CFS.

Table 1: Implementation summary for the instantiations of Eqn. (4) for the three use cases described in Appendix B. For Sage,
α= 0.60, β= 0.25, and γ= 0.15; ratet is delivery rate divided by path capacity and clipped to [0,1], rttt is base RTT divided by
current RTT and clipped to [0,1], and losst is loss normalized by path capacity and clipped to [0,1]. For Pensieve, bt is bitrate in
Kbps, rt is rebuffering time, α=γ=10−3, and β=4.3. For Park, Nactive(t) is the number of active jobs, T is the episode horizon, and
α=1/reward_time_scale. LCT denotes Least Completion Time, JSQ denotes Join Shortest Queue, and CFS denotes Choose
Fastest Server.

Eqn. (10) defines the reference used by the implementation
over its chosen Π, even though this reference may still
approximate the true scenario-specific optimum in Eqn. (3).
For Sage [39] and Park [26], Π is a portfolio because prior
work shows that different hand-designed policies perform
best in different operational regimes, making their upper
envelope a strong practical reference [4, 32, 39]. A stronger π̂⋆

e
improves the reward signal for the outer solver and reduces the
oracle error δ(e) in A4, which directly tightens the certificate
in Theorem 1.

Congestion control. The instantiation of Sage [39] (Fig. 3) is
systems-heavy because REGUARD evaluates a real congestion-
control stack inside process-level emulation rather than a pure
simulator. REGUARD extends Mahimahi [31] from a passive
trace player into an online-controlled, multi-policy emulator.
At each outer step, ut specifies the bottleneck link conditions
for the next control interval. The common training mode maps a
normalized solver action logarithmically to a shared bottleneck
bandwidth, while richer configurations also control loss and
propagation delay. The logarithmic bandwidth map is useful
because transport behavior often changes by ratios rather than
absolute Mbps increments. It gives the solver resolution in both
low-capacity and high-capacity regimes without exposing an
unnecessarily large action space.

Sage uses a best-of-portfolio reference over conventional
congestion controllers. REGUARD runs Sage, BBR, Cubic,
Reno, and any additional reference policies under the same
link evolution, then applies Eqn. (10) using the normalized
transport reward in Table 1. The reward combines delivery rate
relative to available capacity, RTT inflation relative to the base
RTT, and loss normalized by capacity. This normalization
makes scores comparable across the bandwidth range that the
solver can generate. The weighted objective in Eqn. (4) then
favors selective performance failures: bandwidth transitions,
latency regimes, or loss bursts where Sage underreacts,
overreacts, or follows a poor recovery trajectory while at least
one conventional controller remains effective.

The central Sage challenge is synchronized multi-policy
emulation. REGUARD launches one isolated Mahimahi
child instance per policy, with separate ports, actor identi-
fiers, runtime directories, TCP state, queue dynamics, and
shared-memory observation channels. Isolation prevents
one controller’s packets, queues, or control history from
contaminating another controller’s trajectory. At the same
time, REGUARD treats these child instances as one logical
experiment by applying the same ut to every child at the same
logical step and effective timestamp. This design turns the
weak condition that the same action was sent into the stronger
condition that the same link change was actually installed for
every policy before the gap was scored.

The Mahimahi extension relies on an online control plane
rather than a fixed trace loaded at startup. The control plane
carries per-direction bandwidth, loss, delay, queue parameters,
logical step identifiers, flags, and the absolute time at which
an update should become effective. The emulator reports
telemetry back to the solver, including the applied link settings,
queue occupancy, queue delay, departure rate, dropped
packets, dropped bytes, and applied logical step. REGUARD
uses this telemetry to detect hidden divergence, such as stale
link settings, skewed update times, placeholder observations,
or child processes that exit early. When the synchronized
comparison cannot be trusted, the step is truncated rather than
silently producing a misleading gap.

The Sage implementation also supports structured short-
timescale loss inside a solver interval. Instead of only applying
an independent scalar loss probability, REGUARD can realize
deterministic loss over short bins, which lets the solver express
bursty or temporally correlated loss patterns while keeping ut
compact. This detail matters because many transport failures
arise from temporal structure, not just average capacity or aver-
age loss. Together, online link control, lockstep emulation, and
best-of-portfolio scoring make the Sage implementation a diag-
nostic testbed for policy-specific congestion-control failures.

Other controllers. Due to space constraints, the corre-
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Figure 3: The key design point of Sage’s instantiation is end-to-
end counterfactual consistency: REGUARD runs Sage and the
reference controllers in synchronized but isolated emulation,
then reuses the resulting controller-reference trajectories to
identify risky states and derive small corrections.

sponding Pensieve and Park implementations appear in Ap-
pendix C.1.

5 Protecting RL Controllers against Perfor-
mance Failures

REGUARD uses the scenarios found by the search in §4.3 to
learn lightweight inference-time protection for the pretrained
controller. This protection does not retrain the controller, re-
place it with a reference policy, or run the reference policy
online. Instead, it distills controller-reference comparisons
from challenging scenarios into interpretable rules that de-
cide when to trust the controller and when to apply a small
bounded correction. This turns failure discovery into protec-
tion: the search exposes where the controller leaves reward on
the table, and REGUARD converts those failures into targeted
interventions that preserve nominal behavior elsewhere.

5.1 Identifying Risky Control States

Failure discovery alone does not reveal which decisions
caused the performance gap. A high-regret scenario shows that
the controller underperforms, but it does not say which states
are risky, whether the controller is too aggressive or too conser-
vative, or how the action should change. REGUARD addresses
this gap with a Counterfactual Analyzer, which treats the
reference-policy portfolio as a set of counterfactual teachers.
For each decision point t, it records the controller state st , the
controller action at = π(st), the reference action induced by
π̂⋆

e , and the rewards achieved under the same scenario.

The Counterfactual Analyzer converts trajectory-level
failures into state-level supervision. It identifies states where
the controller is consistently suboptimal, compares the
controller action with the reference action under the same
observed state, labels the corrective direction, and summarizes
recurring discrepancies as operator-meaningful patterns such
as overly aggressive behavior, overly conservative behavior,
or instability in a specific regime. A state is risky only when
the controller leaves achievable reward on the table:

Risky(st)=1 ⇐⇒ J(π̂⋆
e ;e)−J(π;e) is large.

This criterion keeps REGUARD’s protection focused on
avoidable controller mistakes rather than intrinsically hard
scenarios where every policy performs poorly.

The same counterfactual comparison provides the corrective
label. REGUARD uses a small application-independent label
set:

Cadjustment :={ABSTAIN,BACK_OFF,PUSH_HARDER}.
(11)

ABSTAIN leaves the controller action unchanged. BACK_OFF
means the controller is acting too aggressively for the observed
state. PUSH_HARDER means the controller is acting too
conservatively. When the regret is small, the reference is not
reliably better, or the corrective direction is ambiguous, the
Counterfactual Analyzer outputs ABSTAIN. Thus, the heuristic
portfolio is not merely a benchmark; it is the source of
counterfactual action labels that make protection actionable.

5.2 Learning Protection Rules from Risky
States

REGUARD learns its inference-time protection as threshold-
based logic rules over observable controller state variables.
The goal is not to fit an opaque surrogate for the controller. The
goal is to learn hard associations between state regimes and the
adjustment labels produced by the Counterfactual Analyzer.
To do this, REGUARD uses NetNomos [16], a rule-learning
framework that extracts compact logic rules from network data
and predicates.
Predicate construction. REGUARD constructs the predicate
vocabulary from normal controller behavior. It runs the con-
troller on normal traces, computes percentile thresholds for
each observable state variable, and converts those thresholds
into predicates. For a raw feature xi(s), examples include

xi(s)≥qnormal
i,95 , xi(s)≤qnormal

i,25 , xi(s)≥qnormal
i,90 ,

where qnormal
i,p is the pth percentile of feature i on normal traces.

These predicates make rules interpretable because each condi-
tion is expressed relative to the controller’s nominal operating
regime. For example, they can capture unusually high loss or
RTT inflation for Sage, low buffer or high download delay for
Pensieve, and load imbalance or large incoming jobs for Park.
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Rule synthesis. NetNomos receives the predicates and the
Counterfactual Analyzer’s adjustment labels. It learns implica-
tions of the form

φ1(s)∧···∧φk(s) =⇒ adjustment(s)=c, c∈Cadjustment.

The learned rules are deliberately simple: when their predicates
match, they prescribe one adjustment. This keeps the deployed
mechanism small, makes the learned rules inspectable, and
gives the operator a concise explanation of when the controller
tends to fail and what direction the correction should take.
Iterative Refinement. The initial protection rules may still
miss residual failure states that are slightly less severe than
the ones initially found, so REGUARD refines them through a
dataset-refinement loop. Each round trains the scenario search
against the currently protected controller, not the original un-
protected controller. The new scenarios are therefore coun-
terexamples to the current guard: they expose states that bypass
or stress the rules already learned. REGUARD replays these
scenarios, uses the Counterfactual Analyzer to compute oracle
gaps and per-action counterfactual labels for the newly visited
states, and adds the resulting examples to a cumulative dataset.

REGUARD then re-learns the rule set from scratch over the
aggregated dataset rather than appending patches to the old
rules. This design is the key distinction. The dataset evolves
across refinement rounds, but each rule set is synthesized as
one coherent protection policy over all evidence collected so
far. This avoids logical conflicts between old and new clauses,
prevents rule explosion from accumulating special-case excep-
tions, and lets the learner revise earlier boundaries when later
counterexamples show that they were too permissive or too
restrictive.

The refinement loop focuses learning capacity where it
matters most. If the current protection already covers one class
of risky states, the next search is pushed toward remaining
blind spots. Because earlier examples are retained, the learner
also preserves evidence about where to intervene and where to
abstain, reducing overfitting to the latest attack distribution. As
a result, refinement broadens coverage of truly risky regimes
while keeping the final rule set compact, internally consistent,
and grounded in observable decision-time features.

5.3 Efficient Inference-time Rule Enforcement
The learned protection operates at every controller decision
point, but enforcement is cheap because it is memoryless. At
time t, it evaluates predicates on the current observable state
st and adjusts only the controller’s proposed action. It does not
track full trajectories, run reference policies, estimate regret
online, or solve an online optimization problem.

This design matches the standard RL interface. RL
controllers already encode recent history, such as throughput
samples, delay samples, prior actions, or queue sum-
maries, into the current state. Under the Markov assump-
tion [11, 18, 27, 29, 34], the current state captures the

information needed for the next decision. REGUARD uses the
same premise for protection: if a risky regime appears in st ,
a rule over st is sufficient to protect the action.

Formally, let R be the learned rule set and let π(st) be
the action proposed by the pretrained controller. REGUARD
computes

ct :=gR (st) and aprot
t :=h(π(st),ct ,st),

where gR maps the current state to an adjustment label and
h maps that label to an application-specific correction. If
ct = ABSTAIN, then aprot

t := π(st). If ct is BACK_OFF or
PUSH_HARDER, then h applies a bounded correction in the
direction supported by the Counterfactual Analyzer’s labels.
The controller remains the primary decision maker, since
REGUARD intervenes only when the learned rules provide
a clear reason to do so.

REGUARD further reduces enforcement cost with a prefix
trie [6]. Each rule is a conjunction of boolean predicates, so
rules with shared predicate prefixes can be stored in a com-
mon tree. At runtime, REGUARD evaluates predicates along
reachable trie paths and prunes entire subtrees as soon as a
required predicate is false. This avoids scanning every rule
independently and makes enforcement depend on the matched
predicate structure rather than the raw number of rules. As
a result, the controllers protected by REGUARD meet their
inference-time deadlines in our experiments (Fig. 7).

5.4 Implementation
Congestion control. For Sage [39], the protected controller
consumes the 69-dimensional policy observation summarized
in Table 2. These features cover transport signals such as RTT,
RTT variation, delivery rate, recent delivery-rate summaries,
loss, min-RTT ratios, prior action values, elapsed time, and
derived congestion or utilization ratios. Sage’s action space
is continuous, so the generic adjustments are implemented as
bounded nudges to the primary scalar control dimension. If RE-
GUARD abstains, Sage’s action is left unchanged: aprot

t :=at .
If REGUARD deduces BACK_OFF, it decreases the scalar ac-
tion by a small step ∆ and clips the result to the legal action
range: aprot

t := clip(at − ∆, amin, amax). If REGUARD de-
duces PUSH_HARDER, it increases the action symmetrically:
aprot

t := clip(at + ∆, amin, amax). This implementation pre-
serves Sage as the base controller and changes only the degree
of aggressiveness when the rules identify a state where the
Counterfactual Analyzer indicates a clear corrective direction.
Other controllers. Pensieve and Park instantiate the same
architecture with application-specific state predicates and
bounded action corrections. In all cases, the Counterfactual An-
alyzer provides the risky-state labels and corrective directions,
NetNomos turns them into interpretable rules, and REGUARD
applies only small adjustments when those rules fire. Due to
space constraints, the detailed Pensieve and Park protection
implementations appear in Appendix C.2.
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6 Evaluation

We aim to answer the following evaluation questions through
experiments:
E1. Can REGUARD find network scenarios where a given RL

controller incurs a higher performance gap, compared
to other baselines?

E2. Can REGUARD effectively protect a given RL con-
troller, without retraining, while preserving its nominal
performance?

E3. How does the hardness of the source counterfactual
impact the effectiveness of REGUARD’s protection?

E4. How much overhead does REGUARD impose on the RL
controller during inference?

E5. Can REGUARD reduce the performance gap of the most
challenging network scenarios to that of the normal
scenarios iteratively?

6.1 Setup
Network Traces. We leverage diverse network traces2 to
ensure that the RL controllers experience a wide range of
network scenarios during training:
• Sage [39] is trained and evaluated on intra-continental

live Internet paths using servers across 16 U.S. cities,
intercontinental live Internet paths using 13 servers outside
the U.S., and highly variable cellular workloads from 23
cellular traces gathered in NYC. We use these original traces
and follow the same train-test split [3, 39].

• Pensieve [25] is trained and evaluated on 375 FCC
broadband traces [1] and 425 Norway cellular traces [2]. We
follow the train-test split specified in the Genet paper [37].

• Park [26] is trained and evaluated on 200 traces of the 5
workload types used in prior work [37], namely, “Default”,
“Original”, “RL1”, “RL2”, and “RL3.” These scheduling
workloads differ substantially in service rate, job size, job
interval, number of jobs, and queue-shuffled probability. We
use half of the traces for training and the other half for testing.

Baselines for discovering challenging network scenarios.
• Indago [8] learns a surrogate failure predictor from the RL

agent’s training episodes, then uses that predictor’s output
as a fitness function and its saliency gradients as guidance
to search for environment scenarios that are likely to make
the RL agent fail.

• Genet [37] is designed to help RL controllers learn to
deal with challenging network scenarios by generating a
challenging learning curriculum that maximizes the raw gap
between the RL controller and a single rule-based baseline
policy, aka “gap-to-baseline.” For these baselines used by
Genet, we use BBR [10] for CCA, RobustMPC [40] for
ABR, and least-load-first for LB.

2These traces are referred to as “Normal” in the following experiments.

• Gilad et al. [13] directly attacks the RL controller by
generating adversarial network conditions to degrade the
controller performance.

• Random explores the space of possible network scenarios
randomly by uniformly fuzzing the entire domains of
network scenario variables (Table 1).

Protection baselines. To protect the RL controller against
challenging network scenarios, we compare REGUARD3

against the following retraining-based approaches:
• Finetuning: The most direct way to improve an RL policy

on a given workload family is to continue training it on that
workload. We consider two finetuning settings: (individual)
We finetune the RL controller on traces from discovered sce-
narios in one specific family, and evaluate the resulting policy
on held-out test traces from the same kind (e.g., finetuning
on Indago’s traces and then testing on Indago’s held-out
traces). (all) We finetune the RL controller on traces from
all scenario families (namely, REGUARD, Indago, Genet,
Gilad et al., and Random) and evaluate the resulting policy
separately on held-out traces from each individual family.

• Curriculum learning: We use Genet [37] to iteratively
generate increasingly challenging network scenarios and
continue training the RL policy on the discovered traces,
thereby exposing it to a progressively more challenging
curriculum [5, 15]. For all use cases, we run Genet for 20
rounds, doubling the 10 rounds used in the original paper.

Note that, since Sage [39] is an offline RL method, to finetune it,
we follow the same procedure used by Mowgli [4]: we first col-
lect trajectories of the RL policy on the discovered challenging
network scenarios and then continue training the model offline
on those trajectories. Testbed setup is described in Appendix G.

6.2 Results

Finding 1: REGUARD finds the largest performance gaps
in all three use cases, certifying severe performance gaps
of RL controllers.

Results for E1 are clear. Fig. 4 shows that REGUARD finds
the most challenging scenarios in all three applications, and the
separation from prior baselines is large rather than marginal.
For Pensieve, we report the log performance gap because
the underlying QoE gap can explode under long rebuffering.
For Sage and Park, we report the fraction of achievable
performance that the controller fails to realize. Under either
metric, REGUARD remains clearly above every baseline. The
strongest separations are about 7× over the next-best baseline
in Pensieve, 1.6× in Sage, and 6.2× in Park. This answers E1:
REGUARD is the only method that consistently exposes large
avoidable underperformance instead of slightly harder tests.

3The logic rules are always derived from training traces, never from held-
out test traces.

9



0 1 2 3 4 5
Performance Gap ( , log)

ReGuard
Random

Genet
Gilad et al.

Indago
Normal

(a) Pensieve.

25 0 25 50
Performance Gap ( ) [%]

ReGuard
Random

Genet
Gilad et al.

Indago
Normal

(b) Sage.

0 20 40 60
Performance Gap ( ) [%]

ReGuard
Random

Genet
Gilad et al.

Indago
Normal

(c) Park.

Figure 4: REGUARD finds the most challenging scenarios in all three use cases. The gap is consistently larger than the strongest
baseline and far above the Normal regime, showing that REGUARD exposes large avoidable underperformance rather than
marginally harder tests.
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Figure 5: REGUARD provides the strongest overall protection when derived from REGUARD scenarios, while preserving nominal
performance. Note that the results of REGUARD shown here are from its vert first iteration, and more iterations would provide
more protection (see Fig. 8). REGUARD is most effective on the most challenging scenarios, but it also transfers to other weaker
types of scenarios, indicating that it captures recurring risky states rather than memorizing discovered patterns from one method.

Finding 2: REGUARD, when derived from the largest-gap
network scenarios it finds, provides the strongest protec-
tion among the compared methods in all three use cases,
preserves nominal performance, and remains effective
beyond its source scenario family.

On E2, Fig. 5 shows that REGUARD, when derived from
its own scenarios, gives the strongest overall protection
without retraining. We report normalized performance gap,
which asks how much avoidable underperformance remains
after accounting for the scale of each scenario, so lower is
better. On the most challenging family for each application,
REGUARD removes about 80% of the gap. The same
protection also transfers to other scenario families, which
shows that REGUARD is capturing recurring risky states rather
than memorizing one generator. The Normal column makes
the practical tradeoff clear. REGUARD preserves or improves
nominal performance, whereas finetuning and curriculum
learning often degrade it. Appendix E reports the detailed
reductions and per-family comparisons.

Finding 3: The more challenging the source counterfactual
is, the more protection REGUARD offers.

Regarding E3, Fig. 6 isolates why the previous result

holds. We report average protection percentage, i.e., how
much of the original gap REGUARD removes on average, so
higher is better. Across all three applications, REGUARD is
consistently stronger when it is derived from more challenging
counterfactuals. This means the search stage is not just
producing examples. It is producing the high-gap states that
make the rule learner effective.

Finding 4: REGUARD always fits within the inference
time budget.

On E4, Fig. 7 shows that REGUARD stays well within the on-
line decision budget in every system. We report decision-time
ratio, the fraction of the available inference budget consumed
by the controller plus protection, so any value below 100%
meets deadline. Pensieve must decide before the current chunk
finishes downloading, Sage has a fixed 10ms interval, and
Park must place the current job before the next arrival. Across
iterations, REGUARD uses 11.22–32.36% of Pensieve’s
budget, 47.55–50.11% of Sage’s budget, and 1.85–6.52% of
Park’s budget. Later iterations provide stronger protection, but
the runtime overhead does not grow with that improvement.
This answers E4: the protection is deployment-feasible.
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Figure 6: Harder counterfactual sources yield stronger protection from REGUARD. Search quality therefore matters directly: better
discovery produces better protection.
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Figure 7: REGUARD remains well within the online decision budget in all three systems across all refinement iterations. Later
iterations strengthen protection, but they do not introduce systematic latency growth.
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Figure 8: A few search-and-protect iterations are enough to drive the discovered gap close to the Normal regime. Most of the
improvement arrives in the first two rounds, after which the remaining challenging cases are much less severe.

Finding 5: REGUARD does not merely protect against a
specific challenging scenario; it fundamentally shrinks the
worst-case performance gap.

Finally, Fig. 8 answers E5. It uses the same performance-gap
metrics as Fig. 4, so lower and closer to the Normal line is
better. Across all three applications, most of the improvement
arrives in the first two search-and-protect rounds. By iteration
3, the mean discovered gap falls by roughly 75% in Pensieve,
94% in Sage, and 93% in Park, and the remaining challenging
cases are close to the Normal regime. Detailed trajectories

appear in Appendix E.

7 Analyzing Revealed Performance Failures

The challenging scenarios discovered by REGUARD do not
create arbitrary worst cases. In Park, they expose a specific
structural weakness that also appears in REGUARD’s logic
rules: when small jobs dominate the workload, Park collapses
onto slow servers even though fast servers remain available.
Due to space constraints, the main paper keeps only the core
Park mechanism here. Detailed supporting statistics for Park
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Figure 9: Small-job-heavy scenarios expose Park’s bias toward
slow servers. Park keeps routing tiny jobs to the slow tier
even while fast servers remain idle, which creates prolonged
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Figure 10: Network scenarios found by REGUARD turn Park’s
mild preference under nominal conditions into a near-collapse
onto slow Server 1. LCT still routes most jobs to the fast tier,
which shows that the issue is Park’s dispatch policy rather than
an inherently bad workload.

appear in Appendix F.1, while the corresponding Pensieve
and Sage analyses appear in Appendix F.2 and Appendix F.3.
Below, pk denotes the corresponding kth-percentile predicate
computed from normal scenarios (§5).

Park’s failure is a structural dispatch bias rather than simple
overload. Fig. 9 shows a slice dominated by small jobs that
the fast tier can easily absorb, yet Park still collapses onto
the slow tier. For jobs of at most 0.2KB, Park chooses a slow
server 97.3% of the time, whereas Least Completion Time
routes 81.1% of those same jobs to the fast tier. Even inside
the large-gap region, fast servers remain idle throughout. The
problem is therefore not a lack of capacity. It is that Park
systematically prefers the wrong part of the cluster.

Fig. 10 shows that this is not a one-off slice. Under the
challenging scenarios discovered by REGUARD, Park places
76.3% of all decisions on server 1, up from 5.6% on normal
workloads. Least Completion Time under the same scenarios
still routes most decisions to the fast tier. At least one fast server
remains idle on 98.0% of steps, so the issue is not universal

overload. The challenging scenario amplifies a policy bias that
sends small jobs to the wrong part of the cluster.

REGUARD makes this failure explicit by separating risk de-
tection from recovery. Here, GapToMini denotes server i’s load
proxy minus the current minimum load proxy, and PostLoadi
denotes server i’s load proxy after hypothetically adding the
incoming job. One representative risk rule is

(JobSize≤p25)∧(GapToMin1>p25)
∧(PostLoad9≤p25)∧(StdLoad>p25) =⇒ Risky=true.

This rule says that a small job has arrived, server 1 already looks
much busier than the currently least-loaded server, server 9
would still look light after taking the job, and the cluster is
already imbalanced enough for that difference to matter. That
is exactly the failure state in Fig. 9: the next job is easy for the
fast tier, but Park is still feeding the slow tier.

Once such a state is marked risky, the recovery rules reopen
the fast servers explicitly. A representative correction rule is

(GapToMin1>p25)∧(GapToMin9≤p25)
∧(MeanLoad≤p25)∧(TotalLoad≤p25) =⇒ Allow9=true.

This rule says that when server 1 is far from the current
minimum but server 9 remains near that minimum under
low overall load, the fastest server must remain available to
the policy. The rule does not talk about a mysterious latent
bias. It states directly that Park should stop treating server 1
as attractive when server 9 is visibly better. Together, these
rules show that REGUARD is not merely labeling workloads
as challenging. It identifies the specific state in which Park’s
dispatch preference becomes harmful and reopens the fast
tier only in that state. Additional supporting statistics and
correction rules appear in Appendix F.1.

8 Conclusion

REGUARD discovers worst-case failures in RL-based net-
work controllers by framing scenario search as bilevel regret
maximization then protects against them using lightweight
inference-time logic rules derived from counterfactual analy-
sis. Across three controllers and networking tasks, it exposes
gaps up to 6× larger than prior methods and removes up to 85%
of them during inference with just one iteration — without
retraining and without sacrificing nominal performance.
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A Proofs for Regret Guarantees

This appendix gives the detailed assumptions, intermediate
lemmas, and full proofs for the regret guarantees in Section 4.2.
Our goal is to make explicit what is guaranteed by the
formulation, what approximation errors enter the final bound,
and how those errors propagate through the argument.

A.1 Setup and Notation

We begin by restating the exact and approximate regret
objectives used in the main text. For every feasible network
scenario e∈E , define

R(e) :=J(π⋆
e ;e)−J(π;e), R̂(e) :=J(π̂⋆

e ;e)−J(π;e).
(12)

Here:
• R(e) is the exact regret objective, where the comparator π⋆

e
is an exact optimizer within the reference policy class:

π
⋆
e ∈argmax

π′∈Π

J(π′;e).

• R̂(e) is the approximate regret objective, where the
comparator π̂⋆

e ∈Π is the practical reference policy used by
the implementation.
The exact bilevel target in the main text is

e⋆∈argmax
e∈E

R(e), (13)

while the implemented procedure approximately solves

ê∈argmax
e∈E

R̂(e). (14)

The proofs below establish three facts. First, the outer solver
returns a near-optimal scenario for the approximate objective.
Second, the approximate objective is a pointwise lower bound
on the exact objective. Third, combining these two facts yields
the final exact-regret guarantee in Theorem 1.

A.2 Assumptions

We restate the assumptions from the main text for complete-
ness.

A1: The feasible set E is non-empty, and both Eqns. (2)
and (4) admit optimizers.

A2: For every e∈E , the rewards J(π⋆
e ;e), J(π̂⋆

e ;e), and J(π;e)
are finite.

A3: The outer RL solver returns an ε-optimal solution ẽ∈E
to Eqn. (4), namely

max
e∈E

R̂(e)−R̂(ẽ)≤ε. (15)
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A4: The approximate reference satisfies

J(π⋆
e ;e)−J(π̂⋆

e ;e)≤δ(e) (16)

for every e∈E , where δ(e)≥0.

These assumptions are mild in the settings studied in the pa-
per. Assumption A1 says that the operator-defined feasible fam-
ily of network scenarios is nontrivial and that both optimization
problems are well-posed. Assumption A2 excludes degenerate
cases in which the trajectory reward is undefined or unbounded.
Assumption A3 captures the quality of the outer solver. It does
not require exact optimization, only that the scenario returned
by the solver be within ε of the best achievable approximate-
regret score. Assumption A4 captures the quality of the inner
reference policy. It says that the approximate reference does not
fall more than δ(e) below the exact best reference in scenario e.

The final theorem separates these two error sources cleanly.
The term ε accounts for suboptimality in the outer search
over scenarios. The term δ(e⋆) accounts for the error of the
practical reference at an exact worst-case scenario. This
separation is useful because the two terms arise from different
components of the system and can be improved independently.

A.3 Auxiliary Observations
We first record two elementary but useful observations that
will be used repeatedly in the proofs.

Lemma 2. For every feasible scenario e∈E ,

J(π⋆
e ;e)≥J(π̂⋆

e ;e). (17)

Proof. Fix any e ∈ E . By definition, π⋆
e is an optimizer of

J(π′;e) over the reference class Π. Since π̂⋆
e ∈Π, the optimality

of π⋆
e implies

J(π⋆
e ;e)≥J(π̂⋆

e ;e).

This proves the claim.

Lemma 3. For every feasible scenario e∈E ,

R(e)−R̂(e)=J(π⋆
e ;e)−J(π̂⋆

e ;e). (18)

Proof. By the definitions in Eqn. (12),

R(e)=J(π⋆
e ;e)−J(π;e), R̂(e)=J(π̂⋆

e ;e)−J(π;e).

Subtracting the second identity from the first cancels the
common term J(π;e) and yields

R(e)−R̂(e)=J(π⋆
e ;e)−J(π̂⋆

e ;e).

The next observation makes explicit that the approximate
objective is always conservative.

Lemma 4. For every feasible scenario e∈E ,

R̂(e)≤R(e). (19)

Proof. Fix any e∈E . By Lemma 2,

J(π⋆
e ;e)≥J(π̂⋆

e ;e).

Subtracting the common term J(π;e) from both sides preserves
the inequality, giving

J(π⋆
e ;e)−J(π;e)≥J(π̂⋆

e ;e)−J(π;e).

By Eqn. (12), this is exactly

R(e)≥ R̂(e).

Lemma 4 is conceptually important. It says that replacing
the exact reference policy with the practical reference can only
decrease the regret score. In other words, the approximate
regret objective used by the implementation is a pointwise
lower bound on the ideal objective of interest.

A.4 Outer-search Guarantee
We now formalize the guarantee provided by the outer RL
solver on the approximate objective.

Lemma 5. Under Assumptions A1 and A3, the scenario ẽ
returned by the outer solver satisfies

max
e∈E

R̂(e)−R̂(ẽ)≤ε. (20)

Equivalently,
R̂(ẽ)≥max

e∈E
R̂(e)−ε. (21)

Proof. By Assumption A1, the approximate outer problem
in Eqn. (4) admits an optimizer. Let ê⋆∈E be such that

R̂(ê⋆)=max
e∈E

R̂(e). (22)

By Assumption A3, the outer solver returns a scenario ẽ∈E
whose approximate objective value is within ε of optimum:

max
e∈E

R̂(e)−R̂(ẽ)≤ε. (23)

This is exactly Eqn. (20). Rearranging Eqn. (20) gives

R̂(ẽ)≥max
e∈E

R̂(e)−ε,

which is Eqn. (21).

Although straightforward, Lemma 5 plays an important
role. It tells us that the outer solver returns a scenario whose
approximate regret score is nearly the largest possible over the
feasible family. This is the first half of the final argument. The
second half is to connect approximate regret to exact regret.

16



A.5 Pointwise Approximation Guarantee
We next show that the approximate regret is a pointwise lower
bound on exact regret and that the gap is controlled exactly
by the inner-reference error.

Lemma 6. Under Assumptions A2 and A4, every e ∈ E
satisfies

0≤R(e)−R̂(e)≤δ(e). (24)

Proof. Fix any e∈E . We prove the lower and upper bounds
separately.
Lower bound. By Lemma 3,

R(e)−R̂(e)=J(π⋆
e ;e)−J(π̂⋆

e ;e).

By Lemma 2,
J(π⋆

e ;e)−J(π̂⋆
e ;e)≥0.

Combining the two equations yields

R(e)−R̂(e)≥0. (25)

Upper bound. Again by Lemma 3,

R(e)−R̂(e)=J(π⋆
e ;e)−J(π̂⋆

e ;e).

Assumption A4 states exactly that

J(π⋆
e ;e)−J(π̂⋆

e ;e)≤δ(e).

Therefore,
R(e)−R̂(e)≤δ(e). (26)

Combining Eqns. (25) and (26) proves

0≤R(e)−R̂(e)≤δ(e).

Lemma 6 is the precise statement that the approximate
objective is conservative. At every scenario e, the exact regret
is at least as large as the approximate regret. Furthermore, the
amount by which the approximate objective can underestimate
the exact objective is no larger than the inner-reference
error δ(e). This pointwise control is what allows us to lift an
approximate-optimality guarantee for the outer solver into an
exact-regret certificate.

A.6 Exact-regret Guarantee
We now prove the main guarantee from the paper.

Proof of Theorem 1. By Assumption A1, the exact outer
problem in Eqn. (2) admits an optimizer. Let

e⋆∈argmax
e∈E

R(e). (27)

Then by definition,

R(e⋆)=max
e∈E

R(e). (28)

Our goal is to lower-bound R(ẽ) in terms of R(e⋆) and then
substitute Eqn. (28).
Step 1: compare the returned scenario to the best
approximate-regret scenario. By Lemma 5,

R̂(ẽ)≥max
e∈E

R̂(e)−ε. (29)

Since e⋆∈E , the maximum over E is at least the value at e⋆.
Therefore,

R̂(ẽ)≥ R̂(e⋆)−ε. (30)

Step 2: relate exact and approximate regret at the returned
scenario. Applying Lemma 6 to the scenario ẽ gives

R(ẽ)≥ R̂(ẽ). (31)

Step 3: relate exact and approximate regret at the exact
worst-case scenario. Applying Lemma 6 to the scenario e⋆

gives
0≤R(e⋆)−R̂(e⋆)≤δ(e⋆).

Rearranging the upper bound yields

R̂(e⋆)≥R(e⋆)−δ(e⋆). (32)

Step 4: chain the inequalities. Starting from Eqn. (31) and
then using Eqns. (30) and (32), we obtain

R(ẽ)≥ R̂(ẽ) (33)

≥ R̂(e⋆)−ε (34)
≥R(e⋆)−δ(e⋆)−ε. (35)

Substituting Eqn. (28) into Eqn. (35) gives

R(ẽ)≥max
e∈E

R(e)−ε−δ(e⋆). (36)

This is exactly Eqn. (7) in the main text.
Finally, rearranging Eqn. (36) yields

max
e∈E

R(e)−R(ẽ)≤ε+δ(e⋆), (37)

which is Eqn. (6) in the main text. This completes the
proof.

A.7 Interpretation of the Final Bound
Theorem 1 has a clean interpretation.

First, the regret achieved by the returned scenario, R(ẽ), is
itself a certificate value. It lower-bounds the worst-case exact
regret over the feasible family up to the additive error ε +
δ(e⋆). Thus, if R(ẽ) is large, then the controller provably has a
substantial avoidable performance gap in the searched regime.

Second, the theorem isolates the only two sources of
looseness in the certificate:
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• ε is the suboptimality of the outer search over scenarios. It
is controlled by the quality of the RL-based outer solver.

• δ(e⋆) is the suboptimality of the practical reference at an
exact worst-case scenario. It is controlled by the quality of
the inner reference policy.
Third, the dependence on δ(e⋆) rather than a worst-case

uniform bound over all e ∈ E is meaningful. The theorem
only needs the inner-reference quality at an exact optimizer
of the true objective. If the practical reference is especially
accurate near the most informative failure scenarios, then the
final certificate can still be tight even if the reference is less
accurate elsewhere.

A.8 A Uniform-error Corollary
In some settings, it is convenient to summarize inner-reference
quality by a uniform bound. The next corollary makes this
explicit.

Corollary 7. Suppose the assumptions of Theorem 1 hold,
and in addition there exists a constant δ̄≥0 such that

δ(e)≤ δ̄, ∀e∈E . (38)

Then the returned scenario ẽ satisfies

max
e∈E

R(e)−R(ẽ)≤ε+δ̄, (39)

or equivalently,

R(ẽ)≥max
e∈E

R(e)−ε−δ̄. (40)

Proof. By Theorem 1,

max
e∈E

R(e)−R(ẽ)≤ε+δ(e⋆).

Under Eqn. (38), we have δ(e⋆) ≤ δ̄. Substituting this into
the previous inequality yields Eqn. (39). Rearranging gives
Eqn. (40).

Corollary 7 is weaker than Theorem 1, but sometimes easier
to state. It says that if the practical reference is uniformly
within δ̄ of the exact reference everywhere, then the final
exact-regret certificate loses at most ε + δ̄ compared to the
ideal exact worst case.

A.9 What the Guarantees Do and Do Not Say
For completeness, we summarize the scope of the above results.
What the guarantees establish. The proofs show that, under
Assumptions A1–A4, the returned scenario ẽ certifies a large
avoidable performance gap for the pretrained controller. More
precisely, the exact regret value R(ẽ) is guaranteed to be close
to the largest exact regret achievable over the feasible search

space. The approximation error is explicit and decomposes
additively into outer-search error and inner-reference error.

What the guarantees do not establish. The guarantees do
not claim that the returned scenario is unique. They also do not
claim that a particular nonconvex RL algorithm always satis-
fies Assumption A3. Instead, the theorem is conditional: if the
outer solver is ε-optimal for the implemented approximate ob-
jective, and if the practical reference is within δ(e) of the exact
reference, then the returned scenario is a near-tight certificate
for the exact worst-case regret over the feasible family.

Why the conditional form is still useful. This conditional
structure matches how systems are analyzed in practice.
The theoretical formulation makes precise what quantity the
method is targeting. The theorem then shows exactly how
optimization and approximation errors degrade the final cer-
tificate. As the outer solver improves or the practical reference
becomes stronger, the guarantee strengthens immediately and
transparently.

B Use Cases

This appendix summarizes the three controller settings used
throughout the paper.

Adaptive bitrate streaming. An adaptive bitrate controller
chooses the bitrate of the next video chunk at each chunk
boundary. Its decision is based on the recent throughput history,
the current playback buffer, and information about upcoming
chunks. Pensieve [25] is an RL-based instance of this setting.
Its objective is to keep video quality high over the full session
while limiting rebuffering and avoiding abrupt bitrate swings.

Congestion control. A congestion-control sender adjusts
its transmission behavior from transport feedback observed
on the path, such as delay, loss, acknowledgments, and de-
livery rate. An RL-based policy in this setting makes a new
control decision at the beginning of each interval, whose du-
ration is tied to the path dynamics. Sage [39] is the RL-based
congestion-control system studied in this paper. Its reward com-
bines throughput, latency, and packet loss, so the controller
must push traffic efficiently without driving the path into per-
sistent queueing or loss.

Load balancing. A load balancer in a replicated distributed
store assigns each arriving request to one of several candidate
servers. The balancer observes request-arrival patterns, recent
request sizes, and its own estimate of outstanding work already
sent to each server, but it does not directly observe each server’s
instantaneous internal utilization. Park [26] is the RL-based
policy we study in this setting. Its goal is to route requests so
that system-wide service remains efficient despite skewed ar-
rivals, heterogeneous service speeds, and incomplete visibility
into the servers’ real-time state.
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C Additional Implementation Details

C.1 Bilevel Search Implementations for
Pensieve and Park

Adaptive bitrate streaming. Pensieve [25] instantiates the
same formulation in a chunk-level ABR simulator. Here the
unique design choice is not process synchronization, but an
exact short-horizon reference oracle. At each chunk, ut is the
bandwidth used to download the next video chunk, and the sim-
ulator updates download time, buffer occupancy, rebuffering,
sleep behavior, and QoE through Pensieve’s standard dynam-
ics. The solver controls only this bandwidth process. Pensieve
still chooses bitrates through its normal observation interface,
so the generated trace affects the controller only through mea-
sured throughput, delay, buffer state, next chunk sizes, and
remaining chunks.

REGUARD applies Eqn. (10) exactly over a rolling window
of K chunks. For the realized bandwidths and the buffer state at
the beginning of the window, REGUARD enumerates candidate
bitrate sequences in Π and selects the sequence with the largest
QoE reward from Table 1. With six bitrate levels, this local
search has size 6K , which is tractable for small K and avoids the
infeasible full-session search over 648 sequences. This rolling
oracle gives the outer solver dense feedback about avoidable
ABR mistakes, such as over-aggressive bitrate increases before
a bandwidth drop or conservative decisions that miss short
high-bandwidth opportunities.
Load balancing. Park [26] instantiates the formulation as
closed-loop workload generation for load balancing. At each
load-balancing decision, ut specifies the next inter-arrival time
and job size, and the simulator advances queues, running jobs,
completion events, and active-job-time reward after Park dis-
patches the current job. The action variables are typically log-
scaled because both arrival gaps and job sizes span orders of
magnitude. This lets the solver express bursts, idle periods,
small jobs, and large jobs without leaving the controlled work-
load family.

Park uses a set of traditional heuristics as its portfolio
for Π: Least Completion Time, Join Shortest Queue, and
Choose Fastest Server. REGUARD applies Eqn. (10) by rolling
each heuristic forward from the same simulator snapshot
over the same generated workload window and selecting the
best active-job-time reward. The distinctive implementation
issue is snapshot-consistent counterfactual evaluation. The
arrival stream, server speeds, current incoming job, and initial
simulator state must be identical across policies, while each
policy must have independent queues, running jobs, event
timelines, and reward accounting. Deep snapshots enforce
this separation, so a positive gap means that Park is dominated
by simple decision rules under the same workload rather than
by an artifact of shared mutable state. The resulting scenarios
emphasize decision-sensitive workload patterns, such as bursts
that make queue-length estimates misleading or size mixtures

where a poor server choice creates head-of-line blocking.

C.2 Protection Implementations for Pensieve
and Park

Adaptive bitrate streaming. For Pensieve [25], the protected
controller consumes the 6×8 ABR state summarized in Table 3.
This state contains histories of bitrate, buffer, throughput, delay,
and chunks remaining, plus the next-chunk size vector for the
available bitrate choices. Pensieve’s action space is discrete
because each action selects one bitrate level. For this reason,
REGUARD implements the generic adjustment as a learned
safe action interval rather than as a continuous nudge. The rules
infer lower and upper bitrate bounds L(st) and U(st), which
define Asafe(st) :={a∈A :L(st)≤bitrate(a)≤U(st)}. If Pen-
sieve’s chosen bitrate lies inside this set, REGUARD abstains.
If Pensieve chooses a bitrate aboveU(st), REGUARD backs off
by selecting Pensieve’s highest-scored action inside Asafe(st).
If Pensieve chooses a bitrate below L(st), REGUARD pushes
harder by selecting Pensieve’s highest-scored action inside the
safe set. Thus, REGUARD masks unsafe bitrate choices while
preserving Pensieve’s ranking among the allowed actions:

aprot
t :=

{
at , at ∈Asafe(st),

argmaxa∈Asafe(st )pt(a), at /∈Asafe(st),

where pt(a) is Pensieve’s action score or probability for bitrate
action a.
Load balancing. For Park [26], the protected controller ob-
serves the load-proxy state summarized in Table 4 before
dispatching an incoming job. The original policy input con-
tains only per-server load proxies and the incoming job size.
For rule learning, REGUARD derives summaries such as to-
tal load, mean load, load imbalance, server load ranks, and
each server’s load after hypothetically adding the incoming
job from the same observation. These derived features are
not additional inputs to the original Park policy. Park’s action
space is discrete because each action selects a server. RE-
GUARD implements protection as a risk rule followed by a
per-server allow mask. The learned rules define a safe action
set Asafe(st) := {i ∈ A : AllowServeri(st) = 1}. If no risk
rule matches, all servers are treated as safe and REGUARD
abstains. If Park’s selected server is in Asafe(st), the action is
left unchanged. If the state is risky and Park’s selected server
is outside the safe set, REGUARD selects the highest-scored
Park action among the allowed servers:

aprot
t :=

{
at ,

Risky(st )=0
or at∈Asafe(st )

,

argmaxi∈Asafe(st )pt(i),
Risky(st )=1

and at /∈Asafe(st )
.

This mapping realizes BACK_OFF and PUSH_HARDER as
application-specific server redirections rather than scalar ac-
tion changes. For example, a rule may prevent Park from send-
ing another small job to an overloaded slow server and redi-
rect the decision to the best Park-scored server among those
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supported by reference heuristics. REGUARD therefore con-
strains only risky dispatches while preserving Park’s prefer-
ences whenever they are compatible with the learned safe set.

D Controller State Features

This appendix summarizes the controller state features
referenced by the protection implementation in Section 5.

E Additional Evaluation Statistics

This appendix records the detailed numeric values, secondary
comparisons, and per-method breakdowns omitted from
Section 6.

E.1 Detailed Results for E1
For Pensieve, REGUARD reaches mean log performance gap
4.84, versus 4.00 for Random, 1.29 for Indago, 1.21 for Genet,
1.19 for Gilad et al., and 1.09 on Normal. On the original
scale, that is 6.95× the Random gap and 5641× the Normal
gap, with maximum 5.14. For Sage, REGUARD reaches mean
relative performance gap 63.84%, versus 40.66% for Random
and 1.66% on Normal, with maximum 70.21%. For Park,
REGUARD reaches mean relative performance gap 43.49%,
versus 7.05% for Gilad et al. and 0.29% on Normal, with
maximum 203.80%.

E.2 Detailed Results for E2 and E3
On the most challenging family for each application, RE-
GUARD removes 85.04% of the normalized performance gap
for Pensieve, 80.01% for Sage, and 79.12% for Park. For trans-
fer, the same REGUARD configuration removes 75.15% on
Random and 22.09% on Indago for Pensieve, 90.08% on Gilad
et al. and 98.54% on Genet for Sage, and 68.20% on Gilad et al.
and 36.01% on Indago for Park. On Normal, REGUARD still re-
duces the normalized performance gap by 18.72% for Pensieve,
33.38% for Sage, and 36.11% for Park. By contrast, retraining
baselines increase the Normal gap by up to 24.25% for Pen-
sieve, approximately 15× for Sage, and 81.11% for Park. Fig. 6
provides the complementary ablation result. Across all three
applications, the higher-gap counterfactual sources in that
figure consistently yield higher average protection percentages,
while weaker sources yield much weaker protection.

E.3 Detailed Results for E4 and E5
For Pensieve, mean decision-time ratio is 3.67% without
protection and 11.22%, 32.36%, 17.88%, and 27.98% across
ReGuard iterations 0–3. For Sage, the corresponding values
are 41.37% without protection and 50.11%, 47.55%, 49.11%,
and 48.28% across ReGuard iterations 0–3. For Park, the

corresponding values are 2.00% without protection and 2.41%,
4.56%, 6.52%, and 1.85% across ReGuard iterations 0–3.
Across all three systems, every iteration remains below 100%
of the available decision budget, and later iterations do not
induce systematic runtime growth despite stronger protection.
For Pensieve, the mean gap drops from 4.84 at iteration 0 to
1.93, 1.22, and 1.24 across iterations 1–3, closing 96.6% of
the distance to Normal by iteration 2. For Sage, the mean gap
drops from 63.84% to 15.28%, 3.82%, and 3.78%, a 94.08%
reduction by iteration 3 and a 96.59% reduction in distance to
Normal. For Park, the mean gap drops from 33.45% to 6.16%,
3.21%, and 2.43%, a 92.73% reduction by iteration 3 and a
93.53% reduction in distance to Normal.

F Additional Failure Analyses

Due to space constraints, the main paper keeps only the Park
case study in Section 7. This appendix contains detailed
supporting statistics for Park and the corresponding Pensieve
and Sage analyses. Below, pk denotes the corresponding
kth-percentile predicate computed from normal scenarios (§5).

F.1 Park: Detailed supporting statistics

This subsection records the detailed quantitative support omit-
ted from Section 7. In Fig. 9, the 107-decision slice contains
69.2% jobs of at most 0.2KB, 45.8% in the 0.126–0.525KB
range that the fast servers can easily absorb, and only 10.3%
5.0KB jobs appearing in four short bursts. For jobs of at most
0.2KB, Park chooses a slow server 97.3% of the time and
server 1 alone 86.5% of the time, whereas Least Completion
Time routes 81.1% of those same jobs to the fast tier and 71.6%
to server 9. The large-gap region covers 76.6% of the slice.
During that region, at least one fast server is idle on every step
and server 9 is idle on every step, yet Park still sends traffic
to a slow server on 86.0% of steps and to server 1 on 76.6% of
steps. Inside that same region, Park never chooses a fast server,
achieves mean chosen service rate 0.25 versus 0.97 for Least
Completion Time, selects a zero-load server 0.0% of the time,
and incurs mean regret 6.24.

Fig. 10 shows the same mechanism at workload scale. Un-
der the challenging scenarios discovered by REGUARD, Park
places 76.3% of all decisions on server 1, up from 5.6% on
normal workloads. Its slow-server share rises from 29.1% to
81.5%, while its fast-server share falls from 53.1% to 14.1%.
Least Completion Time under the same scenarios still routes
80.6% of decisions to the fast tier and 56.8% to server 9. At least
one fast server remains idle on 98.0% of steps, yet Park still
chooses a slow server with a fast server idle on 81.3% of steps
and chooses server 1 while server 9 is idle on 60.8% of steps.

The recovery rules also show that reopening the fast tier is

20



Obs. index Raw col. Feature summary

0 2 Current smoothed RTT, normalized as RTT divided by 100 ms.
1 3 Current RTT variation in ms.
2 7 Current delivery rate, normalized by bandwidth factor.
3 9 TCP congestion-avoidance state.
4–12 10–18 RTT rolling summaries over short, medium, and long windows: average, minimum, and maximum.
13–21 19–27 Delivery-rate rolling summaries over short, medium, and long windows: average, minimum, and maximum.
22–30 28–36 Min-RTT-ratio and RTT-rate rolling summaries over short, medium, and long windows: average, minimum, and

maximum.
31–39 37–45 RTT-variation rolling summaries over short, medium, and long windows: average, minimum, and maximum.
40–48 46–54 Inflight and unacked-data rolling summaries over short, medium, and long windows: average, minimum, and maximum.
49–57 55–63 Lost-packet rolling summaries over short, medium, and long windows: average, minimum, and maximum.
58 65 Time delta since the previous observation.
59 66 Current min-RTT-ratio or RTT-rate signal.
60 67 Current loss signal, normalized by bandwidth factor.
61 68 ACKed rate.
62 69 Delivery-rate growth ratio relative to the previous window.
63 70 Max-delivery-rate or cwnd-style utilization ratio.
64 71 Current windowed delivery rate, normalized by bandwidth factor.
65 72 cwnd-unacked ratio.
66 73 Max delivery-rate growth ratio relative to the previous max.
67 74 Max recent windowed delivery rate, normalized by bandwidth factor.
68 76 Previous Sage action or action feature.

Table 2: Sage policy observation features used by REGUARD. Sage consumes 69 selected entries from a larger 77-field shared-
memory telemetry message. The raw fields excluded from the policy observation are timestamp, path or bandwidth scalar, RTO,
ATO, pacing rate, slow-start threshold, one net-goodput field, and reward. In particular, reward is present in the raw shared-memory
message but excluded from the policy observation.

State row Feature Meaning Normalization

0 Last selected bitrate Bitrate selected for the most recently downloaded chunk. s0 =bt/maxb
1 Buffer occupancy Current playback buffer size. s1 =Bt/10
2 Measured throughput Throughput observed from the last chunk download. s2 =St/(dt ·1000)
3 Download delay Time taken to download the last chunk. s3 =dt/(1000·10)
4 Next chunk sizes Byte sizes of the next video chunk at each available bitrate level. s4[a]=St+1(a)/10002

5 Chunks remaining Number of chunks remaining in the video. s5 =min(Ct ,48)/48

Table 3: Pensieve policy observation features used by REGUARD. Pensieve represents state as a 6×8 matrix: six feature channels
over the most recent eight decision steps. The bitrate levels are 300, 750, 1200, 1850, 2850, and 4300 Kbps. Here Bt is buffer
seconds, St is downloaded chunk size in bytes, dt is download delay in ms, St+1(a) is the next-chunk size at bitrate action a, and Ct
is chunks remaining. The observation contains history for bitrate, buffer, throughput, delay, and chunks remaining, plus the current
next-chunk size vector for the six bitrate choices.

not limited to a single server. One additional correction rule is

(Load9≤p25)∧(PostLoad2≤p25)
∧(MeanLoad≤p25)∧(StdLoad≤p25) =⇒ Allow7=true.

This rule says that one fast server already looks light, another
candidate would still remain light after taking the job, and the
overall cluster is neither heavily loaded nor badly imbalanced.
It shows that REGUARD is reopening the fast tier rather than
hard-coding a single dispatch.

F.2 Pensieve: Sparse-bandwidth regimes
trigger bitrate overshoot

Pensieve’s failure is sustained over-aggression under long
sparse-bandwidth regimes rather than a few isolated bitrate

mistakes. Fig. 11 shows scarce-bandwidth spans that cover
35.5% of a trace duration but contain 78.6% of all 6,248 bitrate
decisions. This concentration matters because the failure
occupies a dominant operating regime instead of a few outliers.
Within that regime, Pensieve selects 465.6Kbps on average,
whereas the oracle selects 304.2Kbps, so Pensieve is 53.1%
higher. When Pensieve overshoots, the overshoot is substantial
rather than marginal. On the 21.3% of decisions where
Pensieve exceeds the oracle, it averages 1073.0Kbps versus the
oracle’s 308.8Kbps, with a mean gap of 764.2Kbps and a me-
dian gap of 900Kbps. Even inside scarce-bandwidth periods
alone, Pensieve still averages 422.6Kbps versus 300.9Kbps
for the oracle and chooses at least 1200Kbps on 10.4% of
steps, while the oracle does so on only 0.04%. The largest
mismatch reaches 4300Kbps for Pensieve versus 300Kbps
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Component Feature form Meaning

Policy observation st =[L0,L1,...,LN−1,Jt ] Park observes one load proxy per server and the incoming job
size, with N=10 in the default setup.

Server load proxies LoadProxy0, . . . , LoadProxy9 Each Li estimates the observable load on server i.
Load-proxy value Li =∑ j∈Qi size( j)+1[server i is running]·

max(0,finish_timei−t)
The proxy combines queued job sizes with the remaining time
of the currently running job.

Incoming job IncomingSize, with Jt =size(incoming job) The size of the job currently waiting to be assigned.
Clipping obs_high, typically 500000.0 All observation values are clipped by the observation upper

bound.
Not in policy input Future arrivals, oracle gap, reference actions, explicit

queue lengths, server identities beyond vector position,
and rule labels

These quantities are not part of the original Park policy
observation.

Rule-derived features Total load, mean load, minimum and maximum load,
load ranks, and load-plus-incoming per server

These interpretable features are derived from the same
observation for rule learning and are not extra inputs to the
original Park policy.

Table 4: Park policy observation and rule-derived features. The original Park policy sees only per-server load proxies plus the
incoming job size. REGUARD can derive additional interpretable predicates from the same observation without changing the policy
input.
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Figure 11: Sparse-bandwidth scenarios expose a systematic
over-aggressive bitrate policy in Pensieve. Even when the
realized link remains near the bottom of the bitrate ladder,
Pensieve repeatedly selects much larger rates than the oracle,
creating a large avoidable performance gap.

for the oracle under realized bandwidth of only 0.001Mbps.
The mechanism behind this failure is straightforward. Under

repeated bandwidth scarcity, Pensieve keeps treating the state
as compatible with aggressive upgrades even after multiple
recent throughput samples collapse and chunk-download
delays explode. The result is not merely a suboptimal bitrate
ranking. It is a repeated decision to request chunks whose sizes
the sparse link cannot support, which magnifies rebuffering
and drives the large performance gap in Fig. 11.

The logic rules used by REGUARD make that mechanism
explicit. One representative rule is

(Buffer≤p10)∧(Throughput4≤p10)
∧(Delay3>p95)∧(NextChunk3>p90) =⇒ Bitrate≤750.

This rule says that when the buffer is already shallow, several
recent throughput samples are in the bottom decile, recent
download delays are in the worst 5%, and even the next

mid-range chunk is large, Pensieve should not climb above
750Kbps. Its semantic meaning matches the failure directly:
sparse bandwidth is not a one-step dip, so aggressive upgrades
only deepen the mismatch between requested chunks and
available capacity.

A second rule is an even harder clamp:

(Throughput5≤p25)∧(Throughput6≤p10)
∧(Delay7>p95)∧(NextChunk2>p10) =⇒ Bitrate≤300.

This rule says that when several consecutive throughput
samples are near the floor, the most recent delay is extreme,
and even moderate bitrate choices imply large chunks, the next
action should be capped at the minimum bitrate. That is pre-
cisely the kind of human-readable explanation the figure calls
for. The rule does not say that the network is simply bad. It says
that this particular combination of sparse recent throughput,
severe delay, and large pending chunks is a high-impact state
in which Pensieve’s aggressive policy is likely to fail.

F.3 Sage: Sharp drops trigger overreaction and
slow reopening

Sage’s failure is not generic weakness on a challenging path.
As Fig. 12 shows, the dominant mechanism is an excessive
reaction to bandwidth drops followed by very slow reopening.
Across the plotted 50s span, Sage’s congestion window
averages 0.20MB, or 139 packets, whereas BBR averages
1.56MB, or 1066 packets. The medians are 0.21MB for Sage
and 1.94MB for BBR, so BBR’s window is 9.4× larger at the
median and larger than Sage’s at 96.9% of sampled times. The
sharpest drop, from 150Mbps to 5Mbps at 12.6s, makes Sage
collapse from 261 packets to 11 packets. Sage then reaches
only 50 packets after 2.45s, 100 packets after 6.3s, and half
of its pre-drop window only after 9.15s. BBR also cuts back
at that instant, but it rebounds to 827 packets within 50ms and
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Figure 12: Sharp bandwidth drops expose Sage’s slow recovery.
Sage collapses its congestion window far more than BBR and
reopens it much more slowly, leaving throughput far below
what the path can still support.

to 1342 packets within 100ms, regaining half of its pre-drop
window in just 50ms. Over the first second after the drop, Sage
averages only 19 packets while BBR averages 1097 packets,
a 58× gap. Even after the longest 5Mbps episode ends, BBR
climbs back above 1000 packets within 0.95s of bandwidth
returning to 150Mbps, whereas Sage still needs 1.85s merely
to exceed 100 packets.

The key weakness is therefore not the initial backoff alone.
It is that Sage continues acting as if the path remains dangerous
long after the immediate drop has passed. That persistent
conservatism keeps its congestion window tiny, which in turn
keeps realized throughput tiny. Fig. 12 therefore exposes a
specific control failure: Sage brakes hard on sudden drops and
then reopens far too slowly.

The onset of that failure appears in rules such as

(LossDelta≥p95)∧(LossMin≥p95)
∧(Rtt≤p25)∧(WindowedRate≤p10) =⇒ PUSH_HARDER.

This rule says that loss has just surged, but RTT is still low
while the windowed delivery rate has already fallen into the
bottom decile. That combination is a compact signature of over-
reaction. The controller has already slammed on the brakes,
yet the latency signal does not justify staying that conservative.

The aftermath appears in rules such as

(LossMax≤p25)∧(LossMin≤p25)
∧(MaxRate≤p10)∧(AvgRate≤p10) =⇒ PUSH_HARDER.

This rule is important because it no longer describes an acute
crisis. Loss is now low, RTT inflation is not severe, and yet both
the recent maximum and the recent average delivery rates re-
main near the floor. In plain language, the network is no longer
screaming “back off,” but Sage is still behaving as though it is.

A third rule isolates the slow-recovery phase even more
directly:

(CurrentRate≤p10)∧(RateGrowth≤p10)
∧(AvgRate≤p10)∧(RateVsMax≤p25) =⇒ PUSH_HARDER.

This rule says that Sage is not only small in absolute terms. It
is growing slowly and operating far below what it was recently
capable of. That is exactly the behavior seen in Fig. 12,
and it makes the failure interpretable in a way that the raw
congestion-window trace alone cannot.

G Testbed

For fair evaluation, we conduct all the experiments on a two-
socket server with 40 logical CPUs of Intel Xeon E5-2660v3
with a frequency of 2.60GHz and 256GiB of DRAM.
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